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SHORT SUMMARY

On February 24, 2022, Russia initiated a full-scalivasion of Ukraine. This war
against the Ukrainian people shocked the entire wdd with its level of brutality
toward the civilian population and demonstrated tha modern military strategies
are no longer limited to traditional means of warfare. Unprecedented technologies
are being employed to gather information about thepopulation and infrastructure,
MRGPYHMRK XLI YWI SJ EVXMY“GMEP MRXIPPMKIRGI W]W X
place not only on the ground but also in cyberspacewhere conventional weapon
ry is combined with state-of-the-art technologies.

Personal data has become a tool for achieving hostie objectives, including the
commission of war crimes against humanity and other dangerous phenomena
such as persecution, surveillance, deception, the gread of disinformation, and ha
tred, among others. This is a war where every indidual can become a victim, re
gardless of their location. The digital front lineknows no geographical boundaries
SVFSVHIVW -X MR¥%“PXVEXIW IZIV][LIVI « MRXS LSQIW S%G
ER][LIVI ERH ER]XMQI 8LVSYKL QIXEHEXE EREPIWMW W~
MHIRXMYIH QMPMXEV] STIVEXMSRW GER FI TVIHMGXIH (
can be studied, and targeted psychological attacksagainst the population can be
carried out. Today, there is still limited researchon the threats to individuals or en
tire communities from the deliberate use of data, especially in international armed
GSRY--MGXW 'SRWIUYIRXP] XLIVI EVI MRWY3¥%GMIRX PIKEP

During the years 2022-2023, our team collected facs regarding instances
where Ukrainians became victims of crimes involvingthe use of personal data.
We also documented cases that directly indicate vidations of the law in this area
FIGEYWI EPP GSRWIUYIRGIW LEZI XLIMV GEYWIW 8S EGL

QEXIVMEPW SFXEMRIH JVSQ STIR WSYVGIW MRGPYHMI

ian law enforcement agencies, media publications, @ad comments from eyewit-
RIWWIW SJ ZMSPEXMSRW ERH JVSQ GMZMP EGXMZMW XW
and presented it in this analytical report.

The main goal MW XS HIQSRWXVEXI XLI VIEWSRW ERH GSR
XLSVMAIH YWI SJ TIVWSREP HEXE 8S HVE[ XLF EXXIRX
QIRX XLI MRXIVREXMSREP GSQQYRMX] ERH XLI WGMIR
TVMZEG] ZMSPEXMSRW ERH XLI RIGIWWMX] SJ VIIJSVQW
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The analytical report consists of six sections, inwhich stories are pub-
lished about:

LS[ HIXEMPIH TVS%PIW SJ 90VEMRMERW MR XI¢
[IVI GVIEXIH YWMRK TIVWSREP HEXE 8LI GSRX
such as which categories of individuals primarily experienced persecu

tion and how personal data of the population is collected and for what
purposes;

YREYXLSVMAIH PIEOW SJ TIVWSREP HEXE GSRXI
es;

violations of data protection legislation in local self-government bodies;
YREYXLSVMAIH PIEOW SJ GSR“HIRXMEP MRJSVQ

the use of personal data of Ukrainian children. The content reveals hy
potheses regarding the purposes of data collection and risks to physi
cal safety;

the use of social networks and other technologies for data collection,
surveillance, tracking, deception of the population, dissemination of dis
information, hatred, etc.

In the conclusions section, recommendations are provided that can be
MQTPIQIRXIH XSHE] XS MR¥%“YIRGI XLI WMXYEXMSR
UYIRGIW

The overall map of issues and their causes presented in this document:

can stimulate a substantive discussion on the information security of

the population. Before the onset of Russia’s full-scale armed aggression
against Ukraine, data protection issues were not widely discussed in se

ciety. Not because they did not exist, but because most incidents were

latent. Now we have enough arguments that the protection of personal
HEXE MW MQTSVXERX RSX SRP] JSV TVIWIVZMRE
but also for human life and health;

can assist experts in developing data protection mechanisms, includ

MRK EREP]"MRK [LMGL GEXIKSV] SJ MRHMZMHY
most vulnerable. This includes mapping threats and forming hypothe

ses about control methods to prevent future breaches;

can become essential material for research into the relationship between



a person’s physical and «digital body» SV TVS¥PI (MKMXEP XIGL
LEZI FIGSQI E TEVX SJ ZMVXYEPP] 1ZIV] EWTIGX SJ
the term «digital body» has already been used, referring to information

EFSYX E TIVWSR XLEX VI%IGXW XLIMV KIRIXMG WS
identity. Images, beliefs, biometric data, and other information stored

in the digital space essentially represent a person. Understanding the

relationship between the physical and «digital body» is necessary for

assessing potential threats to both individuals and entire communities;

— GER LIPT HI%RI XLI GSRGITX SJ mHMKMXEP LEVQ]|
cause-and-effect relationship, particularly in the context of international
humanitarian law; the possibility of reconciling the right to privacy with
XLI RSVQW VIKYPEXMRK EVQIH GSRY2MGXW EW [IP
obligations of individuals who establish facts for war crime investiga-
tions;

— can provide a better understanding of the threats that digital technole
gies can pose to the population and how to respond to these risks and
mitigate them. A theory of digital harm is needed. In order to connect
XLISV] [MXL TVEGXMGI E GSRGITXYEP JSYRHEXMSI

Today, there are many discussions about the use of personal data. A deep un
HIVWXERHMRK SJ XLI JYPP VERKI SJ XLVIEXW X§
SJ XLI SZIVEPP GSRGITX SJ XLIMV TVSXIGXMSR
such as:

— What guarantees are there that data collected for the protection of the
WXEXI [MPP RSX FI YWIH EKEMRWX MXW GM

s LEX HERKIVW I\MWX MR XLI EFYWI SJ WYGL

What methods can ensure the security and preservation of human dig
RMX] MR XLI HMKMXEP WTEGI#

,S[ GER XVERWTEVIRG] ERH SZIVWMKLX FI I

'LVMW 7LMPPMRK ~“8LI &SH] MR 7SGMSPSK] % GMXIH JVSQ 'PEYHME 1EPEGVMHE ER
&SH] 3\JSVH 3\JSVH 9RMZIVWMX] 4VIWW '"EVI] .I[MXX 7EVE 4VMGI ERH %RRE <
Researching the Body in Digital Contexts: Towards New Methodological Conversations across the Arts and Social

Sciences”, Qualitative research, Vol. 17, No. 1, 2017.

- PROTECTION OF PERSONAL DATA DURING WARTIME



PREFACE

The civilian population of Ukraine has been suffering during the Russian
armed aggression. In addition to rocket attacks, Ukrainians have endured hu
miliation, torture, and even killings based on factors such as their nationat
ty, native language, beliefs, profession, interests, family ties, service, or even
friendships?. According to eyewitness accounts, people disappeared in the
occupied territories of Ukraine following a certain algorithm. Initially, military
WIVZMGI QIQFIVW PE[ IRIJSVGIQIRX S%GIVW PSGEF
[IVI XEVKIXIH 7YFWIUYIRXP] GMZMP EGXMZMWXW
with pro-Ukrainian views were also at risk. Russian military forces searched for
these individuals based on lists with detailed information about them, including
family composition, employment history, military service, education, and prop
erty ownership, among other details. It is essential to note that the existence
of these «at-risk groups» did not mean that all other residents of the occupied
territories could feel safe. The occupiers’ cruelty had not only a practical pur
TSWI EGUYMVMRK MRJSVQEXMSR GSIVGMRK GSSTI
EGLMIZMRK XLI [EV..W KPSFEP KSEP ¢« XLI HIWXVYG
EPSRKWMHI INXVENYHMGMEP INIGYXMSRW HITSVXE.
became a means of forcing individuals to renounce their Ukrainian identity.

Russian occupiers, along with individuals cooperating with them, engaged
in information warfare, including propaganda efforts targeting the population
in various regions of Ukraine. They collected data and compiled lists of Ukrain
ians. Itis crucial to highlight that they also collected and manipulated personal
data of Ukrainian children from various sources and under various pretexts to
remove them from their legal, ethnic, and cultural environment.

% WMKRMY“GERX TSVXMSR SJ MRIJSVQEXMSR EFSY?)
publicly available sources on the internet. However, in addition to this, during
2022-2023, law enforcement agencies increasingly exposed traitors among
KSZIVRQIRX S%GMEPW [LS [MPPMRKP] GSPPEFSVEX
XLIQ [MXL RIGIWWEV] MRJSVQEXMSR OIEOW J[FVI TE
cal self-government bodies and medical institutions. Additionally, occupiers
obtained data through intimidation, torture, and deception of the population.
mof the Protocol Additional to the Geneva Conventions of August 12, 1949, relating to the protection of

victims of international armed conflicts, prohibits physical punishments and torture of all kinds «at any time and in
any place whatsoever, whether committed by civilian or by military agents.»

3 Russian army: doomed to cruelty and torture. Access modehttps:/umdpl.info/news/rosijska-armiya-pryrecheni-na-
zhorstokist-katuvannya/



%W QIRXMSRIH IEVPMIV EPP GSRWIUYIRGIW LEZI XLIN
IH FIPS[ HMVIGXP] TSMRX XS E [IEO TIVWSREP HEXE T\
information security mechanisms for closed databases, especially during the
occupation of Ukrainian territories, were not provided. In many cases, govem
QIRX S%GMEPW [IVI RSX TVSTIVP] MRWXVYGXIH SR LS|
MW GSR¥%VQIH F] XLI VIWYPXW SJ MRWTIGXMSRW GSRH
QIRX EKIRGMIW ERH XLI 3%GI SJ XLI 90O0VEMRMER 4EVPF
Human Rights. While not all events listed in this document are the results of
investigations with credible evidence, they provide enough arguments for civil
WSGMIX] KSZIVRQIRX EYXLSVMXMIW ERH XLI WGMIRXN

We are grateful to all those who raise these issues, provide evidence and
EVKYQIRXW MRZIWXMKEXI GVMQMREP EGXMZMXMIW M
countable. Such facts should not go unnoticed or disappear from the internet.

After reading this report, we hope that you will have no doubts about the impor
tance of protecting the right to privacy.

n PROTECTION OF PERSONAL DATA DURING WARTIME
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Collecting personal data of Ukraint
ans was taking place even before the
full-scale invasion of Ukraine. People
were sharing various data and opinions
in social media, indicating that propa
ganda activities among the population
in the eastern regions had been on
going for some time. One fact posted
online caught our attention, namely the
photograph of a newspaper excerpt. In
an article titled «How to Save Mariupol,»
residents were urged to record the
data of ATO veterans, local pro-Ukrain
MER EGXMZMWXW TSPMXMGEP
family members so that (as stated in
XLl RITWTETIV [LIR QMPMXEV]
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started, this information could be hand-
ed over to the «new authorities,» i.e., the
occupiers. Newspapers with logos of
the opposition OPFL party were distrib
uted to Mariupol residents’ mailboxes
by unknown individuals’. At the time,
a representative of this faction in the
Mariupol City Council commented on
the content of this publication, stating it
was a provocation. It was claimed that
someone had printed a fake newspaper.
Regardless of who actually distributed
this publication, the fact of collecting
information about individuals remains
unchanged.

According to eyewitness accounts, Russian military personnel or individuals
supporting the armed aggression against Ukraine would approach people in the
occupied territories with complete dossiers on them. They would go door-to-

4 In Mariupol, anti-Ukrainian subversive newspapers were distributed through mailboxes on behalf of the Opposition
A4PEXJSVQ *SV OMJI 34*0 ThEPSRIWRAES tokhWa/Qe8/$13091656/v-mariupole-ot-imeni-opzz-
po-poctovym-asikam-razbrosali-antiukrainskie-gazety-podryvnogo-haraktera-foto?fbclid=IwAR3FDWEjWH0aQVsgd
1MJjGmdd8fRouFIOle6XDrQnDZCrGHIk9DTxJAzwmO

MmM3TTSWMXMSR 4PEXJSVQ *SV OMJI| 34*0 MW E FERRIH TVS 6YWWMER TSPMXMGET
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door with lists, walk the streets, and set up checkpoints where they conducted

WS GEPPIH m“%“ZPXVEXMSR | (YVMRK XLI [EV..W EGXM_:
territories, they gathered information about various segments of the population

as a whole. This was done through torture, blackmail, or deceiving people. For
example, pensioners were offered a certain amount of money for their personal
HEXE [LMPI GLMPHVIR [IVI KMZIR KMJXW %PP XLI G
JYVXLIV HIXEMPIH GPEVM“GEXMSR ERH MRZIWXMKE

1. KYIV REGION

The Ivankiv territorial community
MR XLI /]MZ VIKMSR [EW
to suffer from the full-scale invasion.
,JIEZ] Y%KLXMRK XSSO TF
Chornobyl Exclusion Zone as Russian :
forces attempted to break through to
Kyiv. The former district center and
surrounding villages were liberated in
April after being under siege. Residents
of the village of Kolentsi reported that
the occupiers practically knew the peo
ple living there by name. They had lists
that included the addresses of Ukrain
ian service members, including ATO
participants. They searched for and
abducted people, holding some in cap
tivity while releasing others, and tragi
cally, some were killed. Witnesses also
noted that they had lists of registered §
“VIEVQ S[RIVW ERH [IVE
for them at their registered addresses’. &
Similar incidents were documented in
Bucha and Irpin.

(Image source: palinchak / freepik.com)
6 Media reports; testimonies from victims and witnesses. Mothers were threatened to be shot in front of

their children. How the largest community in Ukraine survived the occupation. Access modehtips:/Ib.ua/
society/2022/04/25/514634_materiv_hotili_rozstrilyati_ochah.html

. +565 1( 7-4#+0+#05 +0i6'/214#4+.; 1%%72+'&i6'44+614+'5




During interviews with the media, residents of the village attempted to an
WI[IV UYIWXMSRW EFSYX [LIVI XLI 6YWWMERW SFXEMR
local population. They expressed suspicions that perhaps there were traitors
EQSRK XLIMV JIPPS[ ZMPPEKIVW [LS HMVIGXP] MHIRXM!?
SJ) MRHMZMHYEPW )ZIR MJ XLMW J[IVI XLI GEWI XLIVI
whether this is indeed the sole source of information, given the volume of data.
This will have to be further investigated.

2. KHERSON REGION

In April 2022, the then-mayor of the occupied cityof Kherson reported
that Russian occupiers had obtained the personal dda of over a hundred
local activists, and nearly all of these people wee abducted.

«The ‘well-wishers’ completely leaked the databas# all activists who were in the
city. They had personal records on every one of ngeputy mayors, information
from their wives'’ lineage to the nickname of theifavorite dog. The same goes

for the territorial defense and Kherson participargt in hostilities in Donetsk and
Luhansk, with details about where they lived and valh they owned,»the mayor
stated in an interview with the medi&.

He was certain that such information could only haw been provided by
WSQISRI [LS LEH EGGIWW XS GSR“WHIRXMEP MRJSVQE
or, over a hundred people were abducted. The tempary detention facility
in Kherson on Teploenerhetyky Street was one of theplaces where Russian
military personnel tortured Ukrainians. Local resigénts who went through
this torture chamber reported that the Russians aleady had lists with per
sonal data of individuals. People who had served inthe Armed Forces of
Ukraine, law enforcement agencies, as well as actiits, journalists, and oth
ers, were brought to this detention center. Therethey were interrogated to
“%WRH SYX MJ XLI] [IVI GSSTIVEXMRK [MXL 90VEMRMER
had plans to implement Resistance Movement activites®.

Tdiareports; the interview with the mayor of Kkerson during the temporary occupation in 2022. Access mode:

https:/zmina.info/news/mer-hersona-povidomyv-shho-okupanty-otrymaly-dani-ponad-sotni-misczevyh-aktysiiv-lyudej-
vykraly/?fbclid=IwAR1_iczqCGhHFIX7QwnxnHyhyR_im3R&l 4zoc2ce2gdvdSy8FPYQBL3M

8 Media reports citing testimonies from victims and law enforcement data. Kherson residents talk about torture
in detention. Access mode:https:/suspilne.media/318636-ne-davali-spati-pidijmali-ta-vimagali-kricati-slava-rosii-
hersonci-svidcat-pro-katuvanna-v-itt/
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The Permanent Representative of the President of Ukraine to the Auton
omous Republic of Crimea, Tamila Tasheva, mentioned during a press con
ference that over 500 Ukrainians were held in basements in the Kherson re
gion. According to her, in places like the town of Novooleksiivka and the city of
Henichesk, the occupation «administrations» or Russian military had lists of
activists who had participated in the civilian blockade of Crimea in 2018. They
would take people from their homes and streets.

To pass through a checkpoint, individuals needed a special pass. Accord
ing to the National Resistance Center, this was how the Russian occupiers
controlled the movement of people and collected data about connections be
X[IIR 90VEMRMERW ;LIR “4PPMRK SYX XLI TEWW TI!
of their travel and information about the individuals they were visiting®. Vik
toriia, a Kherson region resident, recounted that her nephew was detained dur
MRK HSGYQIRX GLIGOW XLI WS GEPPIH m¥%“PXVEXM:.
His name was on the lists of activists that Russians were hunting for. After
the detention, they put a bag over his head and took him to a recreation base
located near Skadovsk.™

With the aim of suppressing resistance, Russian forces carried out a process
ORS[R EW mMTSTYPEXMSR “%ZPXVEXMSR| HIWMKRIH XS
could potentially resist the establishment of the new pro-Russian authorities or
WMQTP] FI HMWWEXMWYIH [MXL XLIMV EGXMSRW 7
points for the detainment and torture of those arrested were established in the

occupied territories. According to Yale University as of September 2022, Rus
WME LEH GVIEXIH PSGEXMSRW JSV Y“%PXVEXMSR
IWNEGX RYQFIV SJ mXSVXYVI GLEQFIVW| MW HM3¥%GYP
the National Police of Ukraine reported the discovery of 53 places of illegal
detention and torture of individuals in the de-occupied territories.

9 Media reports; the statement by the Permanent Representative of the President of Ukraine to the Autonomous
Republic of Crimea, Tamila Tasheva. Access modehttps:/www.ukrinform.ua/rubric-regions/3476810-na-zahoplenij-
hersonsini-vorogi-trimaut-u-pidvalah-i-katuut-majze-piv-tisaci-ludej.html

10 Occupiers are collecting data on residents of the occupied territories using special permits. Access modeattps:/
espreso.tv/zagarbniki-zbirayut-dani-pro-meshkantsiv-okupovanikh-teritoriy-za-dopomogoyu-spetsperepustok-tsns

11 Filtration in the Kherson region and Crimea: where Ukrainians are disappearing. Access modettps:/mipl.org.ua/
filtracziya-na-hersonshhyni-i-v-krymu-kudy-znykayut-ukrayinczi/

12 97 VITSVX MHIRXMJIMIW ,JMPXVEXMSR... PSGEXMSRW VYRhhEJsBX¥WWME JSV T
reuters.com/world/exclusive-us-report-identifies-21-filtration-locations-run-by-russia-processing-2022-08-25/

13 'VMQIW GSQQMXXIH F] 6YWWMER QMPMXEV] HYVMRK JYPP WGEPI MRZEWMSR S
https:/www.npu.gov.ua/news/zlochyny-vchyneni-viiskovymy-rf-pid-chas-povnomasshtabnoho-vtorhnennia-v-ukrainu-
stanom-na-15062023

.+565 1( 7-4#+0+#05 +0i6'/214#4+.; 1%%72+'&i6'44+614+'5



In addition, personal data of the
population was collected through other
means. The acting head of the Kherson
Regional State Administration, Dmytro
Butrii, told Suspilne News that the oc
cupying authorities paid pensioners
10,000 rubles per month in exchange for
their personal data. Elderly Ukrainians
were forced to accept these payments
because they had no other means of
survival. According to a resident of the
Kherson region, her elderly mother did
not have a bank card, so she did not
receive pension payments for some
time after the occupation. One day, a
postwoman came to her and asked for |
LIV TEWWTSVX MHIRXMY
spent a long time writing something
down without explanation. Then she
handed over 20,000 Russian rubles for
two months. When the woman asked,
m;LEX [IVI ]SY [VMXMRK
was told that it was necessary to con-
“wVvQ XLI VIGIMTX SJ XL#{
ing to the management of the Pension
Fund of Ukraine, over 70,000 people
used postal services to receive social
payments in the Kherson regiort*.

(Image source: zinkevych / freepik.com)

3. DONETSK REGION

We previously mentioned that in the Donetsk region (particularly in the city
SJ 1EVMYTSP PSGEP VIWMHIRXW J[IVI YVKIH XS VIGS
about ATO veterans, pro-Ukrainian activists, politicians, and their family mem

14 In the Kherson region, representatives of the occupying authorities deliver pensions in rubles to people’s homes and
collect personal data. Access mode:htips:/suspilne.media/267847-na-hersonsini-predstavniki-okupacijnoi-viadi-
nosat-pensii-v-rublah-po-domivkah-ta-zbiraut-osobisti-dani/

PROTECTION OF PERSONAL DATA DURING WARTIME
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The list of documents necessary to obtain a one-time
individual pass

1. The drivers passport

2. Technical passport for the vehicle

3. Filtration

4. Military 1D (registration certificate)

When transporting passengers:

1. Passports of all passengers (original)

2. Filtration (original)

3. Military 1D (registration certificate)

NB: Children under 14 are not entered in the one-time
pass.

Attention!!!

One-time passes are ONLY issues when traveling
around the Donetsk People>s Republic.

Persons with disabilities, Great Patriotic War
veterans, and citizens with infants are received
without having to wait in line.

8IPIKVEQ GLERRIP f06iC GABAA 8MQI

bers even before the full-scale invasion. Meanwhile, when Mariupol was al
ready under occupation, according to reports from the Ukrainian government,
Russian occupiers continued to collect data on the local population. Accord

ing to Petro Andriushchenko, an advisor to the mayor of Mariupol, one of the
pretexts for obtaining information was the collection of applications for the
alleged restoration of damaged housing. He explained that the data was nee¢
IWWEV] JSV QSFMPMA"EXMSR ERH E TWIYHS VIJIVIR
preparations. For example, to obtain a one-time pass for entry or exit from
Mariupol, it was mandatory to submit a military ID. Registration was conduct

IH F] XLI GSQQERHERX..W S%GI

ZIVMJI]MRK XLI HEX

toration applications. In this way, they not only formed lists for the referendum

but also restored military records?®.

15 The Telegram channel of Petro Andriushchenko, an adviser to the Mariupol mayor.

. +565 1( 7-4#+0+#05 +0i6'/214#4+.; 1%%72+'&i6'44+614+'5



4. KHARKIV REGION

6IWMHIRXW SJ -"MYQ MR XLI /LEVOMZ 3FPEWX WLEVI
media. One woman had to leave her home before the occupation, but her cous
in, who was not a soldier but a local rescuer, remained there. Nevertheless, he
ended up on the lists of Russians who kidnapped him from his home. He was
tortured, but fortunately, he was eventually releaseé.

They also came for a 61-year-old man named Mykola, an electrician, veteran
footballer, and coach who lived in the village of Vesele. The occupiers had a
complete dossier on him, with information about his social circle, the people he
helped, and even the fact that in 2015, as a local council deputy, he facilitated
XLl EPPSGEXMSR SJ PERH XS %83 TEVXMGMTERXW 8LI]
was cooperating with and what information he was passing on and to whom'’.
Soldering irons were used to burn crosses on some local residents’ bodies to
IWXVEGX XLI REQIW ERH EHHVIWWIW SJ %83 TEVXMGMT
ers, and individuals with pro-Ukrainian positions. The detained Ukrainians were
XLVIEXIRIH [MXL XLI HIEXL TIREPX] MR E QMRI%IPH ERH
families, who were still in the occupied city?®.

5. ZAPORIZHZHIA REGION

-R XLI GMX] SJ )JRIVLSHEV MR XLI >ETSVMALALME VIK
SETSVMALALME 244 VITSVXIH MR XLI QIHME EFSYX XLI
employees®. According to the eyewitness, people were disappearing as if fol
lowing a certain algorithm. First, public activists in Enerhodar, then ATO par
XMGMTERXW ERH XLIMV VIPEXMZIW ERH “REPP] ER]S
Ukrainians®.

In March 2022, Russian forces occupied the town of Vasylivka and imme
HMEXIP] FIKER WIEVGLMRK JSV PSGEP EGXMZMWXW 9

16 Media reports citing eyewitness accounts. Access mode:https:/life.pravda.com.ua/society/2022/05/11/248583/
17 Media reports citing the testimony of a victim. Access mode:https:/www.youtube.com/watch?v=H0-zP49kVHI|

18 Media reports; eyewitness accounts. Access modehttps:/glavcom.ua/country/incidents/bili-strumom-i-vipaljuvali-
khresti-na-tili-rashisti-zhorstoko-katuvali-meshkantsiv-kupjanska-video-875931.html

19 Media reports, statements from a ZNPP engineer. Access modehttps:/www.unian.net/war/okkupanty-prevratili-
proverku-zhenshchin-na-kpp-zaes-v-pytku-rabotnik-stancii-novosti-vtorzheniya-rossii-na-ukrainu-11940765.html

20 Media reports, statements from a ZNPP engineer. Access modehttps:/www.unian.net/war/okkupanty-prevratili-
proverku-zhenshchin-na-kpp-zaes-v-pytku-rabotnik-stancii-novosti-vtorzheniya-rossii-na-ukrainu-11940765.html
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were subjected to particularly brutal torture. In April 2022, representatives of
the self-proclaimed city administration gathered the heads of housing cooper
ative associations? to demand personal information about residents®.

Mayor of Melitopol, lvan Fedorov, reported on his &egram channel that
the Russians forced local residents to obtain specal permits. This was a way
for them to collect personal data to track people’s movements between settle-
ments®* % GGSVHMRK XS E VITSVX JVSQ XLI >ETSV-MALAI
tration dated May 20, 2022, Russian occupiers stared giving pensioners 10,000
rubles in exchange fortheirdata TEWWTSV X TIRWM S Rt id @¥exiterys G E X
for Administrative Services in Melitopol. The samepractice was reported in the
town of Mykhailivka where the occupiers registeredpensioners supposedly to
pay their pensions® 8LEX MW MR EHHMXMSR XS WTIGM¥%“G P
also creating databases of the population. It can ke assumed that this was done
XS QERMTYPEXI HMWXSVX SV WYFWIUYIRXP] HIWXV.

According to the National Resistance Centet®, the Russian occupiers later
expanded the list of social groups within the population that they tried to bribe
MR I\GLERKI JSV SFXEMRMRK TEWWTSVX HEXE 8LI]
low-income families, mothers with children under three years old, and other
socially vulnerable groups. People were pressured to take Russian documents
EKEMRWX XLIMV [MPP *SVGIH TEWWTSVXMA"EXMSR E

JEGL SJ XLI MRGMHIRXW QIRXMSRIH EFSZI VIUY M\
law enforcement agencies to determine the source of the detailed dossiers on
Ukrainians that ended up in the hands of Russian military personnel. In the fel
lowing sections, we will explore the facts regarding possible sources of such
information.

21 Media reports citing law enforcement agencies.. Access modehttps:/www.slidstvo.info/news/okupanty-iaki-
katuvaly-ukraintsiv-strumom-i-khimichnymy-reaktyvamy-vyiavylysia-biytsiamy-dahestanskoho-omonu/

22 A housing cooperative association is a condominium association or co-ownership association created to simplify the
management and use of property in a multi-apartment building.

23 As reported by the Enerhodar mayor Dmytro Orlov on his Telegram channel.

24 Media reports, statements from the mayor of Melitopol. Access mode:https:/espreso.tv/melitopol-stae-zakritim-
mistom-ni-vikhati-do-nogo-ni-viikhati-zvidti-nemozhlivo-mer-fedorov

25 %W TVSZMHIH MR XLI VITSVX SJ XLI >ETSVMALALME 6I|KMIBRERe/TMP YXEV] %HQM
ua/8041

26 Occupiers have increased the scale of bribing the population to obtain passport data. Access modéittps:/sprotyv.
mod.gov.ua/okupanty-zbilshyly-masshtaby-pidkupu-naselennya-dlya-otrymannya-pasportnyh-danyh/
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8SHE] TVEGXMGEPP] RS SVKERMA"EXMSRW SV MR

personal data. The only thing that sets them apartis the purpose and type of
information they process. For example, stores typi@ally need email address

es and phone numbers for marketing products. Interret companies collect
behavioral data about individuals, such as which wésites they visit, what

they search for, and what they view, to create a djital product that forms the

basis for advertising and more. Banks, medical, inarance, travel, and other
services cannot operate without personal data. However, the widest range of
information about an individual is collected by the government.

Government authorities establish databases to carryout their functions
in various areas, such as law enforcement, healthcee, social services, edu
cation, and more. Personal data can be stored on pper, in information sys-
tems, or on other media. This means that threats todata leakage can arise
not only from cyberattacks but also from the actions of employees them-
selves.

The main problem is that individuals have very limied tools to control the
YWI SJ XLIMV TIVWSREP HEXE -J WSQISRI HIGMHI
someone else, they can purchase almost any informaton for a certain sum
of money. Unfortunately, there is still a lack of esearch in this area today,
so it is challenging to determine, say, in which setors data breaches occur
QSWX JVIUYIRXP] ;I GER VIP] SRP] SR GEWIW XLE
LEH GSRWIUYIRGIW

Throughout 2022-2023, there were numerous reports fom law enforce-
QIRX EKIRGMIW GMZMP EGXMZMWXW ERH XLI QI
XS ERH XLI WEPI SJ WXEX|I HEXEFEWIW GSRXEMRI
Ukraine and European Union countries. This includewvarious types of infor-
QEXMSR XLEX EVI WSPH MRGPYHMRK XS 6YWWME
XMSR MW LS[ HS GVMQMREPW KEMR EGGIWW XS G
FITR VITSVXW SJ WTIGMYG S%»GMEPW [LS LEH EG(
,S[1ZIV RSX EPP XLI TIVTIXVEXSVW [IVI KSZIVRQIR

In the so-called darknet, there is a vast amount ofoffers to sell various
databases, including secret ones. These databases an contain thousands
SJ Y4uPIW [MXL MRJSVQEXMSR EFSYX ER]JSRI 8SHE]
offers services to compile dossiers on any individwal. Therefore, it cannot
be said that the problem lies solely in hostile cylerattacks. There is already
IRSYKL IZMHIRGI XLEX E WMKRM¥“WGERX TSVXMSR .



social engineering, where individuals with access & information intention-
ally or unintentionally disseminate it. Poor protedion of state registries, a
low level of digital literacy among employees, anda lack of proper control
contribute to the active development of the sale of personal data belonging
RSX SRP] XS GMXMAIRW SJ 90VEMRI FYX EPWS XS S
WIKQIRX SJ XLI WLEHS[ QEVOIX STIVEXIW SR FSXL W
platforms and widely-used platforms like Telegram,Viber, etc. Moreover, it is
important to note that in many cases, perpetrators do not hack databases
but simply purchase stolen data and use it to seard for information about
WTIGMYG MRHdelok Hhé BEUBMs not solely on the issue btechnical
HEXE WIGYVMX] FYX SR SVKERMAMRK XLI HEXE TVSGIWW

1. UNAUTHORIZED ACCESS TO GOVERNMENT
DATABASES

-R %TVMP XLl /[IMZ "MX] 4VSWIGYXSV..W 33%GI VIT.
IVIH ER SVKERM2IV [LS [EW WIPPMRK XLI TIVWSREP HE>
(MWXVMGX 4VSWIGYXSV..W 3%GI| MRS pfMEpERBYRGIH X
VIWMHIRX IRKEKIH MR XLI MPPIKEP WEPI SJ GSR¥“HIRX
tabases.

The pre-trial investigation revealed that in 2022, the man gained access to
information from databases, including those of the Main Service Center of the
Ministry of Internal Affairs of Ukraine, the Pension Fund of Ukraine, the State
Tax Service, the Bureau of Technical Inventory, the State Service of Ukraine for
Geodesy, Cartography and Cadaster, and banking structures, among others.
The perpetrator, along with his accomplices, created an information system on
the internet and, with the goal of enrichment, established the sale of personal

HEXE SJ GMXM~AIRW F] TVSZMHMRK EGGIWW XS XLI VIKN
The suspect®® personally met with interested individuals and, after receiving

payment, provided them with a link to the website along with a login and pass

word for access.

27 Your address, passport, and accounts can be easily purchased on the darknet for $100. How does the market for
MTIVWSREP HEXE FVIEGLIW| i V/@he% @/GdiMEMaAsQuSaHresu-pasport-ta-rakhunki-mozhna-
legko-kupiti-v-darkneti-za-100-yak-pratsyue-rinok-probivu-personalnikh-danikh-28012022-3431

28 Part 2 of Article 361-2, Part 5 of Article 27, Part 3 of Article 362 of the Criminal Code of Ukraine.
29 Part 2 of Article 361-2, Part 5 of Article 27, Part 3 of Article 362 of the Criminal Code of Ukraine.
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During the search at the man’s place of residence, system units, hard drives,

ERH SXLIV HIZMGIW GSRXEMRMRK YRPE[JYPP] SFX
[IVI GSRYWWGEXIH EW [IPP EW TLSRI RYQFIVW MHII
TEWWTSVXW SJ 6YWWMER GMXMAIRW HSGYQIRXEXI
ERH JYRHW IUYMZEPIRX XS IYVSW 8LI UYIWXN
HMZMHYEPW KEMR EGGIWW XS GPSWIH WXEXI-HEXE
VEXMSR SJ XLMW XI\X [I WIRX E VIUYIWX JSV GPEV
There were still no responses as of the time of this report’s publication.

2. SALE OF PERSONAL DATA OF CITIZENS
3*x9/6%-2) %2( 8,) )9634)%2 9

"IFIV TSPMGI S3%GIVW LEZI YRGSZIVIH E PEVKI WG
WEPI SJ TIVWSREP HEXE SJ GMXM”AIRW SJ 90VEMRI
MREP EGXMZMX] [EW SVKERM”MIH F] E JIEV SPH VI
in the Khmelnytskyi region. The man was an administrator of closed groups
SR 8IPIKVEQ -X [EW QEMRP] XLIVI XLEX XLI WEPI S
was carried out. Among the information offered for sale were passport data,
MRHMZMHYEP XE\TE]IV MHIRXMY“WGEXMSR RYQFIVW
and bank accounts. The database contained personal information of over 300
QMPPMSR MRHMZMHYEPW MRGPYHMRK GMXM2AIRW S
Depending on the volume of information, the perpetrator demanded from $500
to $2,000 for access to the data. According to the information discovered, cit
MAITRW SJ 6YWWME [IVI EQSRK XLI FY]JIVW SJ XLI HE>
GSRHYGXIH E WIEVGL EX LMW VIWMHIRGI ERH WIM/
7-1 GEVHW GSQTYXIV IUYMTQIRX ERH WIVZIV LEV
stricted access databases®® 8LI UYIWXMSR EPWS EVMWIW LS]
EPW KEMR EGGIWW XS GPSWIH HEXEFEWIW#

A similar scheme was also uncovered by the Security Service of Ukraine.
8LI SVKERM~”IV XYVRIH SYX XS FI ER IRXVITVIRIYV J)
WTIGMEPM~AIH WIVZIV IUYMTQIRX JSV GSPPIGXMRK E
engaged two residents of the capital in his illegal activities, who assisted him
in creating and administering online services. In particular, they created a spe
GMEPM~AIH MRXIVRIX TPEXJSVQ ERH E 8IPIKVEQ FSX

30 The official Facebook page of the Cyberpolice. Access modehttps:/www.facebook.com/cyberpoliceual/posts/pfbid0
WATW3mv1Sw25ssF8QAIJAHEMBB8z4eKHyyLyDUAQREaPpHR2YnrpyoJt9iDZvenpxml



data, phone numbers, and vehicle information belonging to residents from var

ious regions of Ukraine. According to the investigation, to gain access to elec

tronic databases, clients purchased subscriptions to relevant internet resoure

es and were offered the chance to buy a «subscription» for a month, costing

YT XS 8S b“RH GPMIRXW XLI] YWIH WTIGMEPP] GVIE
received payments in cryptocurrency. Among potential clients of such internet
WIVZMGIW [IVI VITVIWIRXEXMZIW SJ 6YWWMER WTIGMEI
information about military service members.

(YVMRK WIEVGLIW EX XLI EHHVIWWIW SJ XLI GVMQM
ERH SXLIV QEXIVMEP IZMHIRGI SJ XLI GVMQI [IVI JSYI
scheme has been informed of the suspicion under Part 1 of Article 361-2 of
XLl '"VMQMREP 'SHI SJ 90VEMRI YREYXLSVM~AIH WEPI S.
EGGIWW WXSVIH MR IPIGXVSRMG GSQTYXMRK QEGLMRI
GSVHERGI [MXL ETTPMGEFPI PE[ %X XLI XMQI SJ XLI
the investigation was still ongoing to establish all the circumstances of the
crime and hold those responsible accountable.

3. AN EMPLOYEE OF THE CABINET O+ MINIS
TERS OF UKRAINE WAS TRANSFERRING CON
FIDENTIAL INFORMATION AND PERSONAL
DATA OF UKRAINIANS

In June 2022, the Security Service of
90VEMRI ERRSYRGIH SR
site that it had conducted a multi-stage
WTIGMEP STIVEXMSR XS
spy network, engaged in intelligence
and subversive activities within the
state authorities of Ukraine. As a result
of this operation, individuals holding
positions as the head of a department
in the Secretariat of the Cabinet of Min
isters of Ukraine and the head of one
of the directorates in the Chamber of
Commerce and Industry were detained.

(Image source: wavebreakmedia / freepik.com)
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8LIWI S%¥GMEPW LEH FIIR TEWWMRK MRJSVQEXMS
cluding details about Ukraine’s defense capabilities, border arrangements, and
TIVWSREP HEXE SJ 90VEMRMER PE[ IRJSVGIQIRX S¥
for a fee being paid for the information from $2,000 to $15,000 per assignment.
The amounts depended on the level of secrecy and the importance of the col
lected data. The perpetrators would print, photograph, and store secret docu
QIRXW SR “EWL HVMZIW 8S XVERWIJIV %“4PIW XLI] [¢
a closed Telegram channel with their «contact,» one of the employees of the
Chamber of Commerce and Industry. According to the investigation, the data
XVERWQMWWMSR WGLIQI [SVOIH EW JSPPS[W XLI K
the information to their «contact» in the Chamber, and the contact would then
transmit it to Russia through encrypted communication channels. Both crimi
nals have been informed of the suspicion of committing a crime under Article

WXEXI XVIEWSR SJ XLI '"VMQMREP 'SHI SJ 90VE|

tain them in custody as a preventive measuré?.

4. "PRIVATE DETECTIVES” WERE SELLING CC
DENTIAL INFORMATION FROM GOVERNME
DATABASES

In May 2023, the Security Service of Ukraine annowed?, that their cyberse
GYVMX] NTIVXW LEH mRIYXVEPM~AIH| XLI GVMQMREP E
cy in Kyiv that was selling information from closed databases of state institutions.
8LI MPPIKEP STIVEXMSR [EW SVKERM”IH F] E JSVQIV M
TSPMGI TVIGMRGXW [LS LEH VIJYWIH XS YRHIVKS GIV
and resigned from the law enforcement agency in 205. Later, he teamed up with
ER EGUYEMRXERGI XS IWXEFPMWL E TVMZEXI HIXIGXN

9RHIV XLI KYMWI SJ E PIKEP FYWMRIWW XLI] GSPF
EFSYX GMXM~AIRW JSV XLIMV GPMIRXW MRGPYHMRK |
MWXVMIW 8LI] YXMPM~AIH XLIMV mSPH| GSRRIGXMSR
enforcement representatives for this purpose. The st of a «dossier» on one
person ranged from $800 to $2,600. The amount depeded on the volume of

31 The official website of the Security Service of Ukraine. Access mode: https:/ssu.gov.ua/novyny/sbu-vykryla-rosiisku-
ahenturu-do-yakoi-vkhodyly-posadovtsi-kabminu-i-torhovopromyslovoi-palaty-ukrainy-video

32 The investigation was conducted by the Security Service of Ukraine in Kyiv and the Kyiv region under the procedural
guidance of the Kyiv Regional Prosecutor’s Office.



personal data and the urgency of the
MSVHIV | *SV MRWXERGI
included not only passport data but also
information about individuals’ phone
numbers, vehicles, as well as details
about border crossings and administra-
tive violations. Both «detectives» were
apprehended while receiving payment
for a «folder» containing constituent
data on a resident of the capital. During
searches at their residential addresses,
mobile phones and computers with evi
dence of illegal activity were found. Addi
tionally, an investigation is underway to a T
determine Whether there was any poten (Image source: official page of the Security Service of Ukraine)
XMEP WEPI SJ GSR“HIRXMEP MRIJSVQEXMSR XS ER
aggressor country.

5. LAW ENFORCEMENT OFFICIALS ILLEGALLY
COLLECTED PERSONAL DATA OF THE-POPUL
TION IN THE TERNOPIL REGION

In June 2023, the State Bureau of Investigation reported suspicions against
E PE[ IRIJISVGIQIRX S%GIV MR XLI 8IVRSTMP VIKMSR [LS
sonal data of volunteers from the Territorial Defense Forces of the Armed Fore
IW SJ 90VEMRI ERH XLIMV JEQMP] QIQFIVW 7YFWIUYIF
made public on one of the Russian resources.

8LI WYWTIGX WIWXIQEXM~AIH ERH WXSVIH MRJSVQEXI
service members, their dates of birth, registration and residence addresses,
S[RIVWLMT SJ QSZEFPI ERH MQQSZEFPI TVSTIVX] %VI
ment, as well as contact phone numbers of their relatives. The State Bureau
of Investigation did not specify the purpose of collecting this data or how it
was later used, including how it ended up with Russian propagandists. Howev
IV XLI QIVI JEGX SJ YREYXLSVM”AIH HEXE TVSGIWWMRK

33 The official website of the Security Service of Ukraine. Access modehttps:/ssu.gov.ua/novyny/sbu-zatrymala-u-
kyievi-dvokh-pryvatnykh-detektyviv-yaki-torhuvaly-konfidentsiinoiu-informatsiieiu-iz-derzhavnykh-baz-danykh
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UYIRGIW 8LI PE[ IRIJSVGIQIRX S%GIV LEW FI¥Rf MRJS
MPPIKEPP] GSPPIGXMRK WXSVMRK ERH YWMRK GSI

LMW MW RSX ER MWSPEXIH GEWI EW ERSXLIV K\
was found in the Ternopil region to have unlawfully collected data about the
VIKMSR..W VIWMHIRXW 7TIGMY“GEPP] XLI] WIWXIQI
dates of birth, place of registration, residence, ownership of movable and im
QSZEFPI TVSTIVX] %“VIEVQW WTIGMEP IUYMTQIRX
F] XLI TVIWW WIVZMGI SJ XLI 8IVRSTMP 61KMSREP 4
JSVGIQIRX S%GIV LEW FIIR GLEVKIH [MXL XLI MPPIK
WIQMREXMSR SJ G SR % Et.IRetNaE i estigali Ghwwasec XndustRd
F] MRZIWXMKEXSVW JVSQ XLI 8IVVMXSVMEP 33%GI SJ
located in Lviv.

6. IN THE SUMY REGION, A LAW ENFORCEME
OFFICER WAS EXPOSED FOR SELLING COl
DENTIAL INFORMATION FROM GOVERNME
DATABASES

8LI 7IGYVMX] 7I1VZMGI SJ 90VEMRI LEW IN\TSWIH E PE
7YQ] VIKMSR [LS [EW WIPPMRK XLI TIVWSRB&oHBXE SJ
to the investigation, a member of the operational wit of the National Police in the
7YQ] VIKMSR [EW SFXEMRMRK GSR¥%“HIRXMEP MRJSVQE
including those of the Border and Migration Service of Ukraine, and then selling it
to interested parties. He was not acting alone butin collaboration with other indi-
ZMHYEPW 8LI SVKERM2AIVW SJ XLI WGLIQI [IVI WIEVGLN
matic internet forums. Interested parties would order the necessary information
from them and then pay the agreed-upon amount in cyptocurrency for this service.
The cost of each «order» ranged from several hundre dollars, depending on the

34 The official website of the State Bureau of Investigation. Access modehttps:/dbr.gov.ua/news/dbr-vikrilo-
pravoohoroncya-na-nezakonnomu-zbirani-personalnih-danih-ternopilskih-teroboronivciv-yaki-potim-zyavilis-na-rosijskih-
resursah

35 The official website of the State Bureau of Investigation. Access modehttps:/dbr.gov.ua/news/dbr-vikrilo-
pravoohoroncya-na-nezakonnomu-zbirani-personalnih-danih-ternopilskih-teroboronivciv-yaki-potim-zyavilis-na-rosijskih-
resursah

36 Part 1, 2 of Article 182 of the Criminal Code of Ukraine.

37 As reported on the Facebook page of the Security Service of Ukraine in the Sumy region.
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volume. Afterward, the criminals would illegally oliain and transfer the data to their
«clients» through closed electronic communication channels.

According to the investigation, among the «clients»who received such «services»
[IVI GMXMAMRW ERH VIWMHIRXW SJ 6YWWME ERH /JEANEOLWX
conducted at the place of residence and work of oneof the scheme participants
E TSPMGI S%GIV GSQTYXIV IUYMTQIRX ®“EWL HVMZIW E
IZMHIRGI SJ MPPIKEP EGXMZMXMIW [IVI HMWGSZIVIH ERH
ongoing to hold all individuals involved in this uawful activity accountable.

% ++6)+%8-32 3* '037)( +3:)62
TABASES

In the context of data leakages, it is also necessary to mention the initiative
to create a single state registry of conscripts, individuals eligible for military
service, and reservists, which will be populated through interactions with other
WIWXIQW ERH GMX¥ Subh atiodEdrdafsential to expedite the
process of updating information about conscripts, individuals eligible for mili
tary service, and reservists.

TTIGMY“GEPP] XLI 'EFI
ters of Ukraine adopted Resolution No.
1493 dated December 30, 2022, to en
vision the cross-checking of personal
data of individuals. To accomplish this,
it was instructed to verify information
about individuals based on data pro
cessed in state information resources,
namely:

— 8LI 9RM¥IH 7XEXI (IC
Register;

— The State Register of Individuals
- Taxpayers;
(Image source: freepik / freepik.com)

38 The collection of current data on conscripts, those eligible for military service, and reservists will be automated and
WTIH YT MR 90VEMRI %GGIWW QSHI LXXTW WYH YE YO RI[W TYFPMGEXMSR Z
WFSV EOXYEPR]OL HERR]OL S TVMA]ZRMOEOL ZSIRRSSF]JE"ERR]OL M VI IVZMWXEOL
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— 8LI 7XEXI 6IKMWXIV SJ '"MZMP 7XEXYW %GXW SJ

The Register of Insured Persons of the State Register of Compulsory
State Social Insurance;

8LI 9RM¥IH -RJSVQEXMSR (EXEFEWI SR -RXIVRE

The departmental information system of the State Migration Service.

Perhaps, informational interactions between various government agencies

EVI MRHIIH E RIGIWWEV] QIEWYVI JSV SVKERMA"MRK C
MRK XLI GSYRXV]..W HIJIRWI GETEFMPMXMIW ,S[I1ZI\
that when making such decisions, the current legisation of Ukraine regarding

XLlI TVSXIGXMSR SJ TIVWSREP HEXE QYWX FI

XEOIR
KIRX VIJSVQ EW [IPP EW GSRWMHIVEXMSR SJ XLI I\

this area, the state of information security of government systems, and the over

EPP SVKERMA"EXMSR SJ [SVO [MXL GSR¥*“Z?HIRXMEP MR.
of risks that exist today.
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OSGEP WIPJ KSZIVRQIRX FSHMIW LIVIMREJX}tV VIJ
EKI EJJEMVW MR XLI MRXIVIWXW SJ WTIGM%“G XIVV
authorities of village, town, and city councils have jurisdiction over various
sectors, including housing and communal services, education, healthcare, so
cial welfare, defense, budgeting, law enforcement, and more. The execution of
XLIWI XEWOW RIGIWWMXEXIW XLI GSPPIGXMSR ERH
of personal data of the population.

Each year, LSG bodies adopt new decisions, implementing electronic docu
ment management systems, installing comprehensive video surveillance sys
tems, and creating modern websites with online services for residents. The
development of technology, alongside its advantages, also entails a certain
WTIGXVYQ SJ VMWOW [LMGL WMKRM¥“GERXP] IWGEF

In January 2022, experts from the Association UMDPL held meetings with
representatives of LSG bodies from various regions of Ukraine to understand
XLI WTIGMY4G GLEPPIRKIW XLI] JEGI [LIR TVSGIWWM
XLEX QSWX SJ XLIWI GLEPPIRKIW [IVI VIPEXIH XS SV
processing and the absence of internal control mechanisms. During these dis
GYWWMSRW S¥%GMEPW EGORS[PIHKIH XLIMV RIIH J
XMSRW MR XLMW Y%IPH 3RP] E WQEPP RYQFIV SJ IC
WTIGMEPM2AIH XVEMRMRK IZIRXW

We also found that a relatively small number of LSG bodies had developed
and implemented internal regulatory documents governing this sphere. Even
among those LSG bodies that had adopted internal policies in the privacy
sphere, these documents were often copied from other sources and not tai
PSVIH XS XLI WTIGMY“\G EGXMZMXMIW SJ XLI MRWXM
tion for all data processing processes leads to risks ranging from the violation
of the overall data processing cycle to potential data leaks. Issues related to
data collection and storage remain unregulated as well. It is common for LSG
bodies to accumulate an excessive amount of information, with another prev
alent problem being data aggregation. Consolidating different databases into
E WMRKPI SRI TSWIW VMWOW FSXL JSV MRXIVREP QE
XS GSQTP] [MXL PIKEP VIUYMVIQIRXW WYGL EW HM
P] HEXE HIPIXMSR ERH JSV MRHMZMHYEPW [LSWI N\
HEXEFEWIW EW MX QE] PIEH XS YRMRXIRHIH MHIR
TVSY%Pl %YHHMXMSREPP] ZMVXYEPP] RS 07+ FSHMIW
%IPH SJ HEXE TVSGIWWMRK
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The majority of the problems encountered by local self-government bodies

07+ FSHMIW HYVMRK [EVXMQI EVI RSX RI[ SV -YRMUYI |
ing the damage and negative impact on the country’s situation due to inade
UYEXI TVSXIGXMSR SJ TIVWSREP HEXE MR 07+ FSHMIW
easy task. However, numerous media reports indicate attempts to gain access
XS HEXEFEWIW GSRXEMRMRK TIVWSREP HEXE EPWS X
MRGPYHMRK F] OMHRETTMRK S%GMEPW ERH GSQQMXX
Additionally, there are individuals who, through various means, voluntarily pro
vided or disclosed information held by municipal councils.

1. THE MAYOR PUBLISHED THE PERSONAL DAT
OF SERVICE MEMBERS

At the beginning of October 2022, information appeared in the media about
the mayor of the Borshchiv City Council publishing statements from service
members, containing their personal data such as contact phone numbers and
surnames. A photo of the document appeared on the city council’s website.
Following this, an administrative protocol was drawn up against the mayor
under the article related to the violation of document usage, which led to the
HMWGPSWYVI SJ S¥GMEP MRJSVQEXMSR ,MW EGXMSR
Article 212-5 of the Administrative Offenses Code of Ukraine (violation of the
procedure for using documents in the defense sphere, leading to the discle
WYVI SJ] MRJSVQEXMSR ;LMPI LSPHMRK XLI TSWMXMSF
'SYRGMP LI GSQQMXXIH E ZMSPEXMSR SJ XLI VIUYMVI(
tion on the procedure for keeping records, storage, use, and destruction of doc
YQIRXW GSRXEMRMRK S%GMEP MRJSVQEXMSR ?+<A PIE}
information in the country’s defense sector — as stated in the ruling. The mayor
HMH RSX ETTIEV EX XLI GSYVX LIEVMRK FYX WYFQMX:
case to be considered without his participation. He acknowledged his guilt and
HMH RSX %Pl ER ETTIEP 8LI GSYVX EPWS JSYRH XLI C
QMRMQYQ TYRMWLQIRX YRHIV XLMW EVXMGPI E “UuRI
he must pay a court fee of 496 hryvnias®.

At present, we cannot speculate on the real motives behind the mayor’s ac
XMSRW -X MW TSWWMFPI XLEX XLI S%¥GMEP QEHI WYGL

39 Zaxid.NET. Access modehttps:/zaxid.net/mera_borshheva_oshtrafuvali_za_rozgoloshennya_informatsiyi_pro_
viyskovih_n1550640?fbclid=IwAR17aruvpsC7q5PeQEsQtX7EhI2e98ZvxQrDDVgvUgOYgM9cMeO9Y 3tB8Ps
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XLI TSXIRXMEP GSRWIUYIRGIW ERH PEXIV INTVIWWI
FMPMX] ,S[1ZIV MR XLMW WMXYEXMSR MX MW MQT
personal data protection processes within the institution as a whole. Therefore,

MR XLI TVITEVEXMSR SJ XLMW HSGYQIRX [l WIRX E
'SYRGMP XS MRUYMVI EFSYX LS[ XLMW QYRMGMTEPI
whether relevant internal documents have been developed and whether a re
sponsible person has been appointed in accordance with the law. In response,

we were informed that there are no documents regulating this area in the city
council, and no responsible person has been appointed. It is important to note
XLEX XLMW WMXYEXMSR MW RSX YRMUYI XS XLMW
through the media, but there are many other instances that indicate problems

with enforcing the law

2. THE OFFICE OF THE UKRAINIAN PARLIAME
COMMISSIONER FOR HUMAN RIGHTS RE
PORTED VIOLATIONS IN LOCAL SELF-GOVE
MENT BODIES

During 2022, announcements regarding planned and unplanned inspec
tions of municipalities concerning compliance with personal data protection
PIKMWPEXMSR [IVI TSWXIH SR XLI S%GMEP [IFWMXI !
visits were made to the Social Welfare Department of Kalush City Council in
the lvano-Frankivsk region, the Social Welfare Department of the Dnipro Re
KMSREP 1MPMXEV] %YHQMRMWXVEXMSR 4IVIGL]{R 'M;
cil. Almost all of these local government bodies were found to be in violation of
personal data protection laws. The following shortcomings were highlighted:

— failure to notify the Commissioner for Human Rights about the process
ing of data that poses a particular risk to the rights and freedoms of ind+
ZMHYEPW ERH EFSYX XLI VIWTSRWMFPI T WSR

— the Dnipro District Military Administration has no procedure in place for
the processing of personal data. Employees with access to data do not
WMKR GSR“HIRXMEPMX] EKVIIQIRXW ERH XLIV

40 Verification of compliance with personal data protection legislation by the Social Welfare Office of the Kalush City
Council in Ivano-Frankivsk Oblast. Access modehttps:/ombudsman.gov.ua/news_details/perevirka-dotrimannya-
zakonodavstva-u-sferi-zahistu-personalnih-danih-upravlinnyam-socialnogo-zahistu-naselennya-kaluskoyi-miskoyi-radi-
ivano-frankivskoyi-oblasti
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Monitoring Compliance with Personal Data Protection Laws by Kalush City Council>s Social Welfare Department in Ivano-Frankivsk Region, as per the Ukrainian
Parliament Human Rights Commissioner>s Website

who have access to data. The procedure for deleting data whose stor

age period has expired has not been determined, and there is also no
RSXMY“GEXMSR XS XLI 'SQQMWWMSRIV JSV ,YQER 6M
of special categories of data and the responsible grson for this. There is

no record of operations related to the processing d personal data;

— XLI (ITEVXQIRX SJ 7SGMEP 4SPMG] SJ 92L-LSVSH "I
propriate regulatory legal acts in place regulating the processing of
WTIGMEP GEXIKSVMIW SJ HEXE WTIGM¥Y“GEPP] MRJ
ERH EGXMSRW VIPEXIH XS HSQIWXMG ZMSPIRGI 7S
service recipients contain excerpts from the medical and social expert
commission report of the Ministry of Health of Ukraine, which includes
disability group and the applicant’'s diagnosis. The department receives
information in electronic form about detected cases of domestic vio-
lence in the form of tables. Additionally, there is no separate provision
HIZWRMRK KIRIVEP VIUYMVIQIRXW JSV HEXE TVSGIW
no responsible person has been appointed.

m compliance with the right to appeal and planned inspection of compliance with legislation in the field
of personal data protection in Zakarpattia. Access mode:https:/ombudsman.gov.ua/news_details/monitoring-

doderzhannya-prava-na-zvernennya-ta-planova-perevirka-doderzhannya-zakonodavstva-u-sferi-zahistu-personalnih-
danih-na-zakarpatti
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4IVLETW WYGL RSXM“GEXMSRW QE] ETTIEV WSQ
However, it is important to note that they address the underlying causes
RSR GSQTPMERGI [MXL PIKEP RSVQW SJ XLI GSRW
previous sections and elsewhere in this report.

3. AN OFFICIAL FROM THE CITY OF MYKOLAI
HEADED A RUSSIAN ESPIONAGE AGENCY

The SBU neutralized Russian espionage agency headed by an official from Mykolaiv: the traitor was detained during a meeting at the Mayor>s Office

In Mykolaiv, the counterintelligence unit of the Security Service of Ukraine
RIYXVEPMAIH E 6YWWMER EKIRX SRI SJ [LSWI XEW(¢
espionage group of Russian special services. The traitor turned out to be the
head of the Municipal Enterprise «Mykolaiv Funeral Service,» who was appre
hended right in the city council during a meeting. He was collecting data on
the location and movements of units of the Armed Forces of Ukraine in the
region. Another of his tasks was to «inform» the aggressor about the operation
of critical infrastructure objects in Mykolaiv and other matters discussed dur-

MRK [SVOMRK QIIXMRKW MR XLI GMX] GSYRGMP 8LI
subordinates and two other residents of the city in intelligence and subversive
EGXMZMXMIW MRGPYHMRK E WIRMSV S%GIV JVSQ X
also established that the perpetrator was providing Russian agents with per
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WSREP HEXE SJ 90VEMRMER WIVZMGI QIQFIVW- TSPMG|
GYVMX] 71VZMGI SJ 90O0VEMRI ERH 4VSWIGYXSV..W 3%G|

Ukrainian defenders?.
-X MW LEVH XS MQEKMRI XLEX SRI S%GMEP GSYPH LE
tioned types and categories of data. This is more likely a result of an improper

information processing ecosystem where proper measures were not taken to
comply with data protection laws and ensure their security.

42 8LI1 7&9 RIYXVEPMAIH E 6YWWMER EKIRG] PIH F] ER SJIMGMEP JVSQ 1]JOSPEMZ XLI ;
with the mayor. Access mode:https:/ssu.gov.ua/novyny/sbu-zneshkodyla-rosiisku-ahenturu-yaku-ocholiuvav-
chynovnyk-iz-mykolaieva-zradnyka-zatrymaly-pid-chas-narady-u-mera-video
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The issue of personal data protection should be one of the key components
in the healthcare system. First and foremost, privacy plays a vital role in build
MRK WSGMIX]..W XVYWX MR XLI QIHMGEP %%IPH 8LI G
MRJSVQEXMSR MW RIGIWWEV] XS TVSXIGX XLIQ JVSQ
crimination, and other risks associated with medical diagnoses, lab results, or
visits to healthcare providers. There have already been numerous cases where
XLl YRPE[JYP YWI SJ QIHMGEP MRJSVQEXMSR HMWGPS
LEW GEYWIH WMKRMY“GERX TW]GLSPSKMGEP ERH TL]W|
ample, in 2021, several stories came to light that demonstrated the risks of
disclosing medical information.

At the time, Olend® lived in a small town in eastern Ukraine. She was a
human rights activist who often advocated for the protection of human rights.
However, she found herself in need of legal assistance when she discovered
that information about her health condition had been unlawfully disclosed. Ele
na had a serious illness and was under the care of a local hospital. But due to a
breach in the security of her personal data, her medical information ended up
in the wrong hands, leading to her becoming a victim of blackmail. She linked
this incident to her professional activities.

Another story involves a schoolgirl named Nadiia, who had certain health
issues. In the clinic where she was undergoing rehabilitation, the mother of
one of her classmates worked and decided to inform her son about Nadiia's
medical visits. As a result, information about the girl's health became known
EX WGLSSP -RMXMEPP] XLMW WIIQIH PMOI E QMWYRHI
turned out to be serious. Nadiia faced stigma, ridicule, and discrimination. Her
classmates began to avoid her, and some even spread false rumors about
HMEKRSWIW XLEX HMH RSX I\MWX 8LI KMVP INTIVMIR(
stress, which had a negative impact on her physical well-being.

These examples are provided solely to illustrate that the issue of personal
data protection violations within the healthcare system encompasses such
complex life stories. That's why, according to legislation, medical information
belongs to a special category of data since it poses a high risk to an individu
EP..W VMKLXW ERH JVIIHSQW XLYW VIUYMVMRK WXVM]I

Furthermore, personal data can also become a target for external adver
WEVMIW 8LMW GSRGIVRW RSX SRP] WTIGM¥Y““G MRHMZI

43 The name has been changed for anonymity reasons.
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Throughout 2022-2023, there were reports of leaks from medical information
systems, which serve as a serious signal of issues in this sphere and the lack
of accountability for individuals who have access to this information. Wrong-
doers who unlawfully gain access to medical databases can use this data for
fraud, blackmail, or pass it on to adversaries for the commission of war crimes.

1. IN THE KHERSON REGION, MEDICAL WORI
ERS WERE UNLAWFULLY TRANSFERRING
SONAL DATA

-R .YRI XLI 3%GI SJ XLI 4VSW

ecutor General reported* the prosecu

tion of the deputy general director of a

healthcare institution from the medical

department of the Kherson Region

al Children's Hospital for committing

state treason during martial law *. Ac-

cording to the investigation, the sus

pect voluntarily agreed to cooperate

[MXL 6YWWMER MRXIPPMKIRGI S%GIVW ERH
representatives of the occupying au

thorities of the aggressor country.

(Source: the official website of the Security Service of Ukraine)

3R LMW S[R MRMXMEXMZI XLI S%GMEP MRJSVQIH
country that the hospital’s archives contained medical documentation, includ
MRK VIGSVHW ERH TIVWSREP “%PIW SJ IQTPS]IKW SJ
tional Police in the Kherson region. After this disclosure, Russian military per
sonnel gained access to the personal data of the police personnel in the region.

On May 17, 2023, the Security Service of Ukraine reportédthe detention
of a nurse from one of the local hospitals in Kherson who had been transmit
XMRK GSR¥%“ZHIRXMEP MRIJSVQEXMSR EFSYX PSGEP V|
liberation of the city from temporary occupation, she stayed and continued to
work in the medical institution, engaging in intelligence and subversive activ

44 The Telegram channel of the Prosecutor General's Office. Access modeétttps:/t.me/pgo_gov_ua/4460
45 Part 2 of Article 111 of the Criminal Code of Ukraine.

46 The official website of the Security Service of Ukraine. Access modehtips:/ssu.gov.ua/novyny/sbu-zatrymala-
medsestru-yaka-pratsiuvala-na-fsb-i-zlyvala-vorohu-personalni-dani-ukrainskykh-zakhysnykiv



ities against Ukraine. The woman collected constituent data about Ukrainian
defenders who were receiving treatment at the medical facility.

She also spied on the locations of the Defense Forces units stationed in
the regional center’s territory. According to investigators, she came under the
scrutiny of Russian intelligence services due to her public support for the ag
gressors in one of the anti-Ukrainian groups on Telegram.

2. VIOLATIONS OF LEGISLATION IN-THE RE
GIONAL CLINICAL HOSPITAL OF THE IVA
NO-FRANKIVSK REGIONAL COUNCIL

(YVMRK VITVIWIRXEXMZIW SJ XLI 3QFYHWQER
inspections of medical institutions to assess their compliance with the law
in this area. In March 2023, it was reported that in Ivano-Frankivsk region, a
TPERRIH MRWTIGXMSR [EW GSRHYGXIH EX XLI-1YRMGM!
gional Clinical Hospital of the Ivano-Frankivsk Regional Council,» where the
JSPPS[MRK ZMSPEXMSRW SJ TIVWSREP HEXE TVSXIGXM
— no internal regulatory document has been adopted to establish proce
HYVIW JSV LERHPMRK HEXE GSRWMHIVMRK XLI WT
care facility, labor relations, etc.;

— no responsible person for the protection and processing of personal
data within the hospital has been designated;

— the enterprise did not inform the Ombudsman about the processing of
personal data posing a special risk to the rights and freedoms of individ
uals, including information related to their health;

— RS GSRXMRKIRG] TPER MR GEWI SJ YREYXLSVM~IH
HEQEKI XS XIGLRMGEP IUYMTQIRX SV XLI SGGYVVI
been developed’.

&EWIH SR XLI MRWTIGXMSR VIWYPXW ER S%»GMEP VIT
tive measures were prescribed. Considering all the circumstances, including
cases relating to the nationwide medical database «HELSI,» there are grounds
XS FIPMIZI XLEX XLMW MW RSX XLI SRP] MRWXMXYXMSF
protecting personal data.

47 The Ombudsman’s official website. Access modehttps:/www.ombudsman.gov.ua/news_details/perevirkashchodo-
dotrimannya-zakonodavstva-u-sferi-zahistu-personalh-danih-v-oblasnij-klinichni-likarni-ivano-frankskoyi-oblasnoyi-radi
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Monitoring Compliance with Personal Data Protection Laws by Regional Clinical Hospital of the lvano-Frankivsk Regional Council, as per the Ukrainian
Parliament Human Rights Commissioner>s Website

&EWIH SR XLI MRWTIGXMSR VIWYPXW ER S¥%GMEP
tive measures were prescribed. Considering all thecircumstances, including
cases relating to the nationwide medical database $ELSI,» there are grounds
XS FIPMIZI XLEX XLMW MW RSX XLI SRP] MRWXMXY XN

protecting personal data:
— XLI 9ORM¥YIH 7XEXI (IQSKVETLMG 6IKMWXIV
— XLI 7XEXI 6IKMWXIV SJ '"MZMP 7XEXYW %GXW SJ
— the State Register of Individuals - Taxpayers.

The primary purpose of such data transfer is to verify personal informatiorf®.
Once again, before making any decisions regarding the creation, aggregation,
or exchange of information between databases of personal data, it is essential
to thoroughly assess the risks related to data protection

48 Doctors will be able to share your personal data: what you need to know. Access modeétttps:/ogo.ua/articles/
view/2023-05-15/132451.html|?fbclid=IwAROu4pE4Or-HT9DMUvjbzNJLIJHzplaCB1tYPHTMOIUO_RZdqF0sqG5XDus



3. VIOLATIONS DURING THE OPERATION OF TH
ELECTRONIC HEALTHCARE SYSTEM

8LI S%GMEP [IFWMXI SJ XLI 'SQQMWWMSRIV 3SV ,YQE
na Rada of Ukrainé® reported® a series of inspections carried out to ensure
GSQTPMERGI [MXL XLI VIUYMVIQIRXW JSV XLI TVSXIGX
the operation of the electronic healthcare system. In particular, the National
,JEPXL 71VZMGI SJ 90VEMRI 2,79 73) m)PIGXVSRMG ,
IYRMGMTEP 2SR 4VS%X )RXIVTVMWI m'IRXIV JSV 4VMQE
SJ XLI 4IGLIVWO (MWXVMGX| ERH 1YRMGMTEP- 2SR 4VS
mary Medical and Sanitary Care ‘Rusanivka’ of the Dniprovskyi District of Kyiv»
were inspected.

According to the Ombudsman, the inspections revealed that the legislation
on personal data protection is not correctly applied during the operation of
the electronic healthcare system. Owners of electronic medical information
systems collect personal data of patients, including medical data, with the
consent of the data subject. Such consent is obtained either when the data
subject applies to a healthcare institution and signs a declaration with a doctor
or during registration in the electronic medical information system, including
making an appointment with a doctor. In the former case, consent is given
by placing a mark in electronic form when signing the declaration. As estab
lished during the inspections, healthcare institutions do not always inform the
data subject about obtaining their consent, sometimes marking consent them
selves instead of the patient and without the patient’s knowledge.

Furthermore, in such cases, patients are not informed about the owner of
their personal data, the purpose of data collection, their content and scope,
[LS XLI] QE] FI XVERWJIVVIH XS XLIMV VMKLXW HI%RII
Ombudsman, in this way, individuals are deprived of the opportunity to exer
cise and protect their rights as personal data subjects. During the inspections,
it was also found that some owners of medical information systems incorrect-
P] HI“4RI XLI TYVTSWI SJ TVSGIWWMRK TIVWSREP HEX
healthcare institutions regarding the processing of patients’ personal data.

49 The supervisory authority in the field of personal data protection.

50 Incorrect application of legislation in the field of personal data protection has been identified during the operation
of the electronic healthcare system. Access mode:https:/www.ombudsman.gov.ua/uk/kontrol-za-doderzhannyam-
vimog-zakonodavstva-zpd/rezultati-perevirok/viyavleno-nepravilne-zastosuvannya-zakonodavstva-v-sferi-zahistu-
personalnih-danih-pid-chas-funkcionuvannya-elektronnoyi-sistemi-ohoroni-zdorovya
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The owner of a medical information system should process the personal
data of the patient for the purpose of the healthcare institution and act as
the data administrator in such cases, without the need for the consent of the
data subject. However, owners of medical information systems obtain consent
from data subjects for the purpose of processing personal data for the health
care institution, specifying their own purpose of processing personal data too
broadly. As a result, patients, when giving consent to the processing of person
al data, do not know what they are actually agreeing to.

Based on the results of the inspections of the NHSU, it was recommended
XS VIZMWI XLI XIGLRMGEP VIUYMVIQIRXW JSV XLI IP
tem to connect it to the central database of the electronic healthcare system,
as approved by the NHSU order dated February 6, 2019, No. 28. As regards
HELSI UA LLC, it was recommended to revise the documents and align with the
personal data protection legislation the relation of HELSI UA LLC as patients’
personal data manager with healthcare institutions, with which a contract for
using the information and telecommunications system «HELSI» is concluded,
as well as to cease obtaining consent from data subjects for the processing of
personal data for which the healthcare institution is the data owner. Additional
inspections are planned to clarify all circumstances of personal data process
ing by owners of medical information systems.

In this context, it is worth mentioning the news in the media that during the
JYPP WGEPI MRZEWMSR /IMZWXEV EGUYMVIH
HELSI is a large private medtech startup launched in 2016, a key player in the
market of medical information systems working with both public and private
hospitals. This startup has ambitious goals, aiming to meet all the healthcare
RITHW SJ MRHMZMHYEPW S MKL UYEPMX] QSHIVR M
patients will allow a greater emphasis on prevention rather than treatment of
serious diseases. The service has indeed facilitated access to state healthcare
XS WSQI INXIRX -X MW TSWWMFPI XS YWI MX XS %R
ment, receive electronic referrals, and more. All this data is automatically syn
GLVSRMAMAIH [MXL XLI YWIV..W TIVWSREP EGGSYRX J
IRM¥%IH )PIGXVSRMG ,IEPXLGEVI 7]WXIQ

As of May 2023, the platform had over 25 million registered users. Medi
cal institutions across the country and approximately 50,000 healthcare pro
fessionals are connected to the system. For many Ukrainians, it came as a
surprise that this information system is private, not state-owned, and that pri



vate entities have access to the health status of Ukrainians. According to the

Ukrainian Law «On Personal Data Protection», such information belongs to a
WTIGMEP GEXIKSV] SJ HEXE ERH VIUYMVIW WTFIGMEP T
cedures.

-R %YKYWX ,)07- [EW EGUYMVIH F] 90O0VEMRI...W F
Kyivstar, which belongs to the Alfa Group. The medical startup HELSI became
part of the medical infrastructure in Ukraine. Questions began to arise in the
public about who developed this IT service, promoting it at the state level, and
[L] MX [EW EGUYMVIH F] /IMZWXEV HYVMRK [EVXMQI 3J
fact that among the co-owners of Kyivstar are entrepreneurs who ended up
on the sanctions lists of the United Kingdom after the start of the full-scale
invasion.

Kyivstar and HELSI have had a long-standing partnership. For instance, the
operator assisted subscribers in getting vaccinated by sending targeted SMS
QIWWEKIW 4VIZMSYWP] XLMW [EW RSX E QEXXIV SJ C
have been raised about how the personal data of millions of Ukrainians are
being handled, who is monitoring it, and who has access to it.

In addition to this, in May 2023, a scandal erupted on social media regard
ing fake records in Helsi accounts. Ukrainians were sharing stories on social
networks about someone making appointments with doctors, receiving refer
rals, diagnoses, etc., without their knowledge. The exact number of accounts
[MXL JEOI VIGSVHW MR ,)07- [EW RSX WTIGMYIH 8LMW
JIEVW ;L] HMH MX SRP] FIGSQI ORS[R RS[# 1SWX 90VE!
access their HELSI accounts, but posts on social media triggered an avalanche
effect, and many people started checking their accounts, only to discover that
someone had illegally used their sensitive personal data.

The medical service’'s management immediately dismissed the hacking ver
sion, assuring that patients’ personal data was not compromised. The system
only allows information to be entered by doctors, so third parties supposedly
cannot interfere. In other words, these «virtual appointments» were not the
work of hackers but rather medical professionals. What would be the point for
HSGXSVW XS GVIEXI VIGSVHW SJ ETTSMRXQIRXW XLEX
possible reasons is the healthcare reform that started in April 2018. Its main
principle is «money follows the patient.» More patients and procedures mean
more state funding. The NHSU allocates funds for this purpose under a special
program. The Ministry of Health of Ukraine is also aware of fake visits in HELSI
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and assures that it will identify such cases and respond accordingly. The cost
of these expenses and how long the state paid for treatment that never oe
curred are unknowrp?,

The processing of personal data stored in medical information systems is
of great importance not only for protecting an individual’s privacy but also for
REXMSREP WIGYVMX] EW E [LSPI 8LIVIJSVI XLIVI E

— LS S[RW [LS MW XLI S%GMEP S[RIV SJ XLI mL
QEXMSR W]WXIQ#

— Who made the decision to create this database and regarding the obi
KEXMSRW SJ 90VEMRMER GMXMAIRW EW [IPP E\
HEXE XS XLMW W]WXIQ# 7TTIGMY“GEPP] [LEX VIK
SVHIVW EPPS[IH XLMW#

— LS WTIGM¥%GEPP] SZIVWIIW XLI TVSXIGXMSR S.
X1Q#

— What measures has the state taken to ensure the protection of informa
XMSR MR XLMW W]IWXIQ#

8LI %WWWSGMEXMSR 91(40 LEW WIRX E VIUYIWX X
90VEMRI EWOMRK JSV GPEVM¥“GEXMSR SR XLIWI EF
response apart from the general phrase that «everything is carried out in ac
cordance with the legislation on the protection of personal data.»

51 Doctors have been creating fake patient visits In the Helsi medical service for years. This might have resulted in
financial losses for the state. How the Ministry of Health and Helsi plan to address this issue. Access modeattps:/
forbes.ua/innovations/ukraintsi-masovo-skarzhatsya-na-feykovi-zapisi-do-likariv-u-servisi-helsi-u-nogo-ponad-25-min-
koristuvachiv-u-chomu-problema-i-chomu-vona-vinikla-ne-sogodni-11052023-13607
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The issue of information security for a child as an adult must be considered
from various angles. Personal data of a child can be processed by different
MRWXMXYXMSRW SV SVKERM"EXMSRW [LMGL -MR X
FPI TVSXIGXMSR ERH TVIZIRX YREYXLSVM~AIH PIEOW
use of information. However, children themselves may also provide personal
information on the internet or freely share it in other ways, thereby exposing
themselves to danger.

On one hand, the internet provides tools that allow children to explore the
world around them. On the other hand, it opens up new possibilities for track
MRK WXSVMRK ERH EREP]"MRK HEXE EFSYX GLMPH
level of detail. For example, based solely on information from social media,
SRI GER GVIEXI E TVS%PI SJ E GLMPH ERH PIEVR E
XMSR TIVWSREP IZIRXW ETTIEVERGI WSGMEP GSR
tion, lifestyle, and behavioral patterns.

Any activity a child engages in on the internet and social media can serve
EW E WSYVGI SJ MRJSVQEXMSR JSV XLIMV HMKMXEP
online orders, and more. Every user action leaves a digital footprint, and infer
QEXMSR TYFPMWLIH SRPMRI GER LEZI GSRWIUYIRG
mediately but rather in the long term. Revealing a child’s personal information
GER PIEH XS YR[ERXIH GSRXEGXW ZEVMSYW ¥“RERC

1. THE HEAD OF A COMMUNITY IN THE KHAR
REGION HANDED OVER PERSONAL DATA (
UKRAINIAN SCHOOLCHILDREN TO THE OC
PIERS

On July 23, 2022, the head of the Kharkiv RegionaVlilitary Administration,
Oleh Syniehubov, announced that the leader of a community in the Kharkiv re
gion, which was then under occupation, had collaboated with the Russians and
provided them with personal data of schoolchildren’ from educational institu-
tions. According to him, this information was handed over for issuing new ver
WMSR HMTPSQEW YRHIV XLI SGGYTEXMSR VIKMQI I
betrayal by the public servant was deliberate but éd not mention her name®2.
TuspilneNews. Access modehttps:/suspilne.media/263657-golova-odniei-z-gromad-harkivsini-zdala-

okupantam-personalni-dani-skolariv-sinegubov/?fbclid=lwAR1cPunJ-y4qBnM8b-3N5-139TRiWf4zZWmUm_
z8RvTDohE1J9alnaKTtU3g



LMW MRGMHIRX VIUYMVIW ER 1JJIG
tive investigation by law enforcement
agencies, and we hope that Ukrainian
WSGMIX] [MPP “4RH SYX LS[ WYGL E XLMRK
could happen. At the same time, if we
look at how the processing of person
al data works, especially in state sys
tems, it can be assumed that the infor
mation contained in the educational
institution’s database was processed
in violation of the law. There were no
established rules of operation, pro
cedures for restricting access in the  mage source: freepik / freepik.com)
event of a territorial occupation, etc. The process of illegal activity may have
occurred in advance or with the involvement of other individuals who helped
gather information from various registers. This is important to consider during
the investigation or analysis of similar situations because the main focus may
WLMJIX SRP] XS XLI GVMQMREP EGXMZMX] SJ WTIGMYG
protection system. It is necessary to thoroughly investigate possible causes to
QMRMQM~AlI WYGL GSRWIUYIRGIW MR XLI JYXYVI

2. INTHE KHERSON REGION, CHILDREN WERE
ENCOURAGED TO REGISTER ON A RUSSIAN
WEBSITE, SUPPOSEDLY TO RECEIVE GIFTS

Children were encouraged on social media to register on a website to re
ceive gifts. This information was posted on the Russian Telegram channel @
+%C/LIVWSR TSWMXMSRMRK MXWIPJ EW ER S¥%GMEP
of the Kherson region. The announcement included clear criteria for children
who could participate in the so-called «campaign:» ages 3 to 17 and registra
tion within this particular region. In addition to submitting an application on the
[IFWMXI TEVXMGMTERXW [IVI EPWS VIUYMVIH XS TVSZI

At the same time, as part of manipulative tactics, children were asked to
QEOI [MWLIW | K JSV XS]W ERH KEHKIXW ERH SR E R
E QIIXMRK [MXL XLI 4VIWMHIRX SJ 6YWWME SV mXST k
perhaps someone wishes to work as a journalist and try themselves in this
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The Kherson Region Administration: Children from
the Kherson region can receive gifts thanks to the
<Tree of Wishes.> / Children aged 3 to 17 can take
part in the event registered in the Kherson region.
The deadline for applications has been extended
till December 20. / To participate in the event, you
should go to the treeofwishes.rf website and apply
there with your wish. You must also attach copies of
your documents...
new role, someone may wish to go on
television or to Lake Baikal (translated
JvSQ 6YWWMER +« IH 1 XLI

ment read.

Human rights activists put forward
various versions, including the pos
sibility that the Russians may have
needed this information for preparing
the deportation of Ukrainian children
before the potential withdrawal of Rus-

sian forces from the captured Ukraink
(Image source: Telegram channel Kherson Regécw territories®

Administration

3. CHANGING THE PERSONAL DATA OF CHIL
DREN ABDUCTED FROM UKRAINE

Throughout 2022, Ukrainian human rights activists repeatedly reported that
Russians were altering the personal data of children before deportation. For
instance, during a press conference, it was mentioned that:

«The Russians essentially changed their ages and then moved them to the
territory of Crimea. The children were kept there without being able to return
because according to their documents, they were no longer considered children,
and their freedom of movement was unlawfully restricted by the Russian Feder
aton»>xWEMH LYQER VMKLXW HIJIRHIV /EXIV]RE 6EWLI

53 ZMINA. Access mode:https:/zmina.info/news/okupanty-proponuyut-dityam-hersonshhyny-podarunky-v-obmin-na-
personalni-dani-pravozahysnyky-kazhut-pro-ryzyk-novyh-deportaczij/?fbclid=IwAR2Y G6hIKOOFxHyUFWMOvgEBFGUpo
afoyvmeRhsvzf4h-BI530_D5u_dIZU



HITSVXIH GLMPHVIR LEZI FIIR MHIRXM%¥IH -R
WIRX XS 6YWWMER JEQMPMIW 7MKRM¥“GERX IdJJSVXW |
HVIR %RH XLI JEQMPMIW XLI] [IVI XVERWJIVVIH XS ER
according to the human rights advocate®. She also mentioned Russian «re-ed
YGEXMSR GEQTW | [LMGL EVI E JSVQ SJ m6YWWM¥GEX

trination» camps..

Another Ukrainian human rights activist®, who was in the occupied territo
ries of Donetsk region in 2022, commented on the situation. She noted that de
WTMXI XLI SRKSMRK [EV JSV QER] ]JIEVW MX MW WXMP
the events taking place in the territory where her childhood unfolded.

mU8LI EPXIVEXMSR SJ XLI TIVWSREP HEXE SJ 90OVEMI

countless horrifying tactics that occupiers use to cover up the truth and erase

the traces of their crimes. This is not only a violation of children’s rights but also

an attempt to erase their roots, cultural heritage, and history from their memory.
The fates of these children have been thrust into the darkness of uncertainty.
8LI] [IVI WLY¢(IH JVSQ SRI TPEGI XS ERSXLIV

54 Video from the press conference in Ukrainian. Access modehttps:/www.youtube.com/watch?v=-c8uqGihYGk

55 The individual expressed a desire to provide a comment anonymously.
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The persistent efforts of human rights organizations, government agen
cies, and the international community should be directed towards uncovering
the truth, investigating war crimes, and holding the guilty accountable. Voices
should resound loudly, demanding justice. May this tragedy serve as an impetus
for all nations to understand the importance of protecting children’s rights and
peaceful coexistence without any form of violence. Let it serve as a reminder
that no crimes or injustices can destroy the spiritual strength and determination
SJ XLI 9O0VEMRMER TISTPI XS %KLX JSV NYWXMGI EF
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Among the threats that are crucial to highlight during wartime is digital sur
veillance, which can be carried out through the analysis of metadata. Such
HIZIPSTQIRXW EVI UYMXI TVSKVIWWMZI MR HIJIRWI
gence activities. Various sources of information can be used for this purpose,
including social networks.

8LI XIVQ mMWSGMEP RIX[SVO| [EW Y%VWX TVSTSWIH
1954, describing it as a system of connections between agents. When interfae
es for online communication between people emerged, they began to be seen
as a global resource with a wide range of socio-psychological functions. Some
social networks have more users than the populations of most countries in the
world. There are many platforms where people communicate online, ranging
JVSQ PSGEP TPEXJSVQW WTIGM¥Y“G XS E TEVXMGYPE
ERH -RWXEKVEQ 8SHE] XLIVI EVI QER] HMWGYWWM.
their use. There is an opinion that social networks know more about people
than they know about themselves because through predictive algorithms and
data processing, they can learn virtually any information based on online be
havior analysis.

IMGVSXEVKIXMRK MW YWIH XS MHIRXMJ] WTI1GMY,
WIUYIRXP] HMVIGX XLIQ [MXL XEVKIXIH MRJSVQEXM
anisms already exist to determine which images or messages are liked by
certain people or, conversely, trigger negative emotions in them. This means
that technology can be used to make one person or large groups of people
take certain actions. During wartime, knowledge about people, their interests,
RITHW KISPSGEXMSR HEXE QSZIQIRX TEXXIVRW E|
SR ER IRXMVIP] HMJJIVIRX WMKRM¥“GERGI| XLER MR

The problem lies not in the platform itself but in the content posted on it. Se
cial media is a technology that enables the «scalability» of information, which
can be expressed through text, images, videos, or audio. Initially, it was as
sumed that individuals could control this themselves, but later it became clear
XLEX XLIVI MW RS “REP YRHIVWXERHMRK SJ LS[ XS
risks for both individual persons and states as a whole. Many scientists are try
ing to understand the real impact of such technologies on human memory and
behaviors. For example, anthropology is already studying online interactions,
focusing on cultural analysis.

56 Boyd D. and Ellison, NB 2007 «Social Network Sites: Deﬂnmon History, and Scholarship» Journal of Computer
1IHMEXIH 'SQQYRMGEXMSR
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Often, there is no need to use special means to obtain information be
cause people themselves disclose it. They publish data online not only about
themselves but also about others: their whereabouts, texts, photos, and more.
8LI] VIGSVH XLMW MRJSVQEXMSR SR XLIMV QSFMPI HI
the full-scale war in Ukraine, social media platforms saw the use of «incite
ment» technologies, such as messages that encouraged users to share more
about themselves and talk about their views on the situation, and so on. These
manipulations make people feel compelled to publicly justify themselves by
TVSZMHMRK XLI VIUYMVIH GSRXIRX ERH VIGSVHMRK M3
makes it most dangerous is that through these actions online, individuals may
unknowingly expose themselves to the risk of physical harm in the real world.
Among other things, they may become targets of surveillance and face threats
of violence and hate crimes. In the era of the information revolution, military
operations that affect data can cause as much harm to civilian populations as
the destruction of civil infrastructure. Therefore, online platforms that process
large volumes of data from nearly all countries in the world can be used as
XSSPW JSV TVITEVMRK MRGMXMRK MRMXMEXMRK ER
fore, a state, especially one experiencing aggression, should have the capabil
MX] XS EREP]*"l WGIREVMSW SJ WYGL XLVIEXW ERH LE
regulation and counteraction. This applies not only to social networks but also
to mobile phones, applications, etc.

In the report of the International Committee of the Red Cross following a
WIQTSWMYQ SR HMKMXEP VMWOW MR EVQIH GSR¥%MGX
GSRWIUYIRGIW SJ G]JFIVEXXEGOW SR QSPFMmPbptl ZMGIW
[IVI WYFNIGXIH XS TIVWIGYXMSR ERH WSQI [IVI OMPPIH
mXLlI YWI SJI HMKMXEP XIGLRSPSK] HYVMRK EVQIH GSRY%
QIERW ERH QIXLSHW SJ [EVJEVI| MW E YRMUYI TVSFPIC
that information manipulation through technology and social platforms, which
PEVKIP] GSRXEMR TIVWSREP HEXE GER GEYWI-WMKRMY
MRK EVQIH GSR2MGXW 4IVLETW XLI MRXIVREXMSREP G
S%WGMEP PIZIP XS EGORS[PIHKI ERH VIKYPEXI HMKMXEP
QIXLSH SJ GSRHYGXMRK EVQIH GSR 2MGXW FYX XLIVI M
SJ XLI GSRWIUYIRGIW ERH XLI RIIH JSV VI MRXIVTVIXN
the rights to privacy and data protection in lightof applicable norms of interna-
tional humanitarian law. In Ukraine, cases of usingnobile phones, applications,
and other devices for criminal activities have alsobeen recorded.

57 *EMRI +VIIR[SSH m(EXE 'SPSRMEPMWQ 7YVZIMPPERGI 'ETMXEPMWQ ERH (VSRIW| MR
Participation, Datafication and Humanitarianism inthe Age of Digital Mapping, University of London Ress, London, 2020.

PROTECTION OF PERSONAL DATA DURING WARTIME



1. COLLECTING PERSONAL DATA OF
UKRAINIANS THROUGH SOCIAL MEDIA

In August 2022, information started
to surface in the media regarding local
Telegram chats in the Chernihiv region
that were sharing a link to a bot account,
which allegedly offered payment for
participating in surveys.

LMW FSX LEH XLI YWIVREQIx, $

money_for_polls_bot. After launching

the bot, the aggressor country received

chat histories in Telegram, access to

contacts, and the locations of individu-

als®. Since local residents share various

types of data in local online communk

ties, this allows for obtaining detailed

information about what is happening

in the region. This includes information

EFSYX XLI GSRWIUYIRGIW SJ [EV GVMQIW
personal data of people, their moods,

and more. Similar messages were re

corded in other regions as well. (Image source: freepik / freepik.com)

In the Volyn region, there was the dissemination ofadvertising claiming to
SJJIV “MRERGMEP EWWMWXERGI EPPIKIHP] JVSQ@ XLI
vertisement directed users to a Telegram channel naned «Society of the Red
'VSWW | [LMGL LEH YT XS WYFWGVMFIVW EPXLSYK
KERMA"EXMSR LEW QER] QSVI JSPPS[IVW 9WIVW [IVI E
no information about such payments on the pages ofthe mentioned Ukrainian
banks. Scammers manipulated the timing of payments, stating that they were
TVSGIWWIH UYMGOP] WS XLEX TSXIRXMEP ZMGXMQW

58 -X LEW FIIR IWXEFPMWLIH XLEX YREYXLSVMAIH WIWWMSRW EVI XEOMRK TPEGI
FMX ZIVWMSR XLl HIZMGI..W KISPSGEXMSR MW 6YWWME 1SWGS[ °¢ EH
name of the internet provider: RU-DATAMAX-M-20091118, Russian Federation.

59 Please note: Russians are collecting personal data of residents of the Chernihiv region through Telegram. Access
mode: https:/cheline.com.ua/news/society/zvernit-uvagu-rosiyani-zbirayut-personalni-dani-zhiteliv-chernigivshhini-
cherez-telegram-307168?fbclid=IwWAR1TOZF36Y-wTGRIpzucYSxy7UGTIVMhO6wdgNcT4MLgfETBzfngarYuaqM
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and would not have time to think it over. Since engring personal data (bank card

RYQFIV [EW VIUYMVIH XS VIGIMZI XLI JEOI EWWMWXER(
the criminals not only spread false information but also engaged in phishing (a

X]TlI SJ VEYH

2. GATHERING INFORMATION ABOUT UKRAIN
IAN PRISONERS OF WAR AND THEIR RELA
8-:)7 8,639+, 13&-0) m7-17x59)/
NAIRES»

In January 2023, the Ministry of Defense of Ukraine announced on its Tele
gram channel that Russian websites were sending SMS messages to the fam
MPMIW SJ 90VEMRMER WIVZMGI QIQFIVW SJJIVMRK XLI
purportedly would help locate those in captivity within Russian territory or in
the Russian-occupied territories of Ukrainé?.

%X XLI XMQI XLI 'SSVHMREXMSR ,IEHUYEVXIVW JSV .
of War warned that under the guise of «assistance» to families searching for
their missing loved ones, Russian special services were collecting personal
data, which could ultimately harm the situation of Ukrainian service members
MR GETXMZMX] ERH LMRHIV XLIMV VIPIEWI 8LI] VIGSQ
cial messages, not providing any personal information about relatives to sus
picious individuals, websites, or messengers, and reporting cases of illegal
collection of personal data to Ukrainian law enforcement agencies. For the
WEJIX] SJ 90VEMRMER QMPMXEV] EPP MRUYMVMIW ERI
IWNGPYWMZIP] [MXL XLI 'SSVHMREXMSR ,IEHUYEVXIVW JS
SJ ;EV XLI SRP] WTIGMEPMAIH WXEXI MRWXMXYXMSR V|
release of POWSs.

These were not isolated incidents; similar messages were sent on a mass
scale. Additionally, through social media and mobile phone messages, individ
uals are being tricked into providing information under the guise of being fam
ily members of Ukrainian service members, including those missing in action.

60 In Volyn, there is a spread of a fake regarding assistance from the «Red Cross.» Access modetps:/rayon.in.ua/
news/567749-na-volini-poshiryuyut-feyk-pro-dopomogu-vid-chervonogo-khresta

61 The official Telegram channel of the Ministry of Defense of Ukraine.
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This way, they collect contact information of military unit commanders, details

EFSYX XLIMV [LIVIEFSYXW IXG 4ISTPI SIJXIR VIWTSI
«relatives and close ones,» attempting to help them and inadvertently providing
information to hostile agents.

3. OBTAINING LOANS IN THE NAME OF MISSI
PERSONS AND CAPTURED SERVIECE MEM
BERS

-R 90VEMRI XLIVI LEZI FIIR GEWIW [LIVI JVEYHW
schemes using the bank cards of individuals who were missing in action or of
Ukrainian prisoners of war. Criminals reissued SIM cards and gained access
to the online banking of these individuals. They withdrew funds from the ae
counts of Ukrainian service members and also opened credit cards, misappre
priating loan amounts.

As Olesia Danylchenko, Deputy Di
rector and Head of the Ukrainian Inter
bank Payment Systems Member Assc
GMEXMSR )1% °TitawB3hH SY X
had been out of contact for an extend
ed period, their phone number would
be used to reactivate a SIM card using
various schemes. It is crucial to note
that this criminal activity also involves
the collection of personal information
about the individual, including their mit
itary service status, captivity, or disap
pearance, as well as information about
their family.

(Image source: freepik / freepik.com)

62 ¢éii 8 PACATOT GAEGAT E£+A£C060 6p ACAId6d 60A &IlREDMEEDE reyahel ddm/AE/E 6 ESE
ekonomika-glavnaya/fea/yak-v-ukraini-shahrai-oformlyuyut-krediti-na-vijskovih-sut-shemi.htm?fbclid=IwAROuzzOWHOv
hgkO79wNeMQE4aHM8nSTnjdRYfkzKgCasJPH2vvg-JgYMnJO

51%+#. 0'6914-5 #0&i/1$+." %100'%6+10



4. FAKE CHATBOTS OF UKRAINIAN GOVERN
MENT AGENCIES

In July 2022, the National Resistance Center repodd® on new elements of
hybrid warfare from Russia. This included the creaion of fake chatbots imper-
sonating Ukrainian government entities. For example numerous fake duplicates
LEZI FITR MHIRXM%¥IH JSV XLI ml:SVSL| GLEXFSX -[LMGL M
my’s location. While some are blocked, others contiue to emerge. Distinguishing
a genuine chatbot from a fake one is almost impossble.

8LI] ETTIEV MHIRXMGEP EX #VWX KPERGI )RIQ] GLEXFS
ation of the legitimate ones but also gather persoral data from informants. There-
fore, the Center for Strategic Communications, theMinistry of Digital Transforma-
tion of Ukraine, the State Special Communications 8rvice, and the Cyberpolice
jointly developed a bot checker enabling users to erify chatbots. If it is a fake bot,
the bot checker will notify users and provide a litk to the authentic one. If the bot
is not in the database and the user still has suspgions, they should report it to the
Cyberpolice. Thus, over 35,000 people reported suspious channels and chat
bots on Telegram within just one month. Thanks to he vigilance of Ukrainians,
XLMW GSPPIGXMZI 1JJSVX PIH XS XLI FPSGOMRK SJ QSVI

63 Information resistance: How to detect fake chatbots on Telegram. Access mode:https:/sprotyv.mod.gov.ua/
informaczijnyj-sprotyv-yak-vyyavlyaty-fejkovi-chat-boty-v-telegram/
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The right to respect for one’s private and family life is enshrined in the
'SRWXMXYXMSR SJ 90VEMRI %VXMGPI WTIGMYIW XL
ERH HMWWIQMREXMSR SJ GSR¥“WHIRXMEP MRJSVQEXMS
consent is not allowed, except in cases determined by law and only in the in
terests of national security, economic well-being, and human rights. In its de
cision® of January 20, 2012, the Constitutional Court of Ukraine provided an
S%GMEP MRXIVTVIXEXMSR SJ %VXMGPI SJ XLI "SRW X
information about an individual’'s personal and family life (personal data about
XLIQ MRGPYHIW ER] MRIJSVQEXMSR SV E WIX SJ MRJSV
can be used to identify them.

There are many different banks of personal data, which can be categeo
VMAIH EW GPSWIH SV STIR 'PSWIH HEXEFEWIW MRGP
GSPPIGXIH F] EYXLSVM2AIH KSZIVRQIRX EYXLSVMXMIW
JSVQIH F] ZEVMSYW SVKERMA"EXMSRW GSQQIVGMEP M
absence of proper legal regulation and a system of control, this creates a risk
SJ YREYXLSVMAIH YWI SJ HEXE JSV ZEVMSYW TYVTSWI\
XS TVIZIRX EPP XLVIEXW XLI] GER FI WMKRM¥“ZGERXP] !

This document highlights cases where violations of a person’s privacy
LEZI PIH XS GSRWIUYIRGIW JSV XLIMV PMJI ERH LIEPXL
be other situations where people, due to the breach of personal data protec
tion, lose their property, become victims of cybercrime, discrimination, stig
ma, persecution, and disinformation. These cases may not be widely known
because people attempt to deal with their problems independently (personal
PMZIW WIRWMXMZI MRJSVQEXMSR VIPEXIH XS PSZIH S
may not be aware of violations of their rights and freedoms. Therefore, ensur
MRK XLI WIGYVMX] ERH TVMZEG] SJ GMXMAIRW MW E O
MQTPIQIRX MRRSZEXMZI HMKMXEP WSPYXMSRW -X MW
steps for reform in this area today by asking:what needs to be done right
now?

64 The decision of the Constitutional Court of Ukraine in the case of the constitutional submission of the Zhashkiv
District Council of the Cherkasy Region regarding the official interpretation of the provisions of Article 32, Part 1, Part
2 of Article 32, Part 2, Part 3 of Article 34 of the Constitution of Ukraine. Access modeéiitp:/zakon2.rada.gov.ua/
laws/show/v002p710-12
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1. LEGAL REGULATION

In January 2011, the Law of Ukraine «On Personal Data Protection» came
into effect, regulating legal relations related to protecting and processing per
sonal data. This law was based on the EU Directive from 1995, a time when
technology was not as widespread as it is today. Therefore, Ukraine currently
lacks legislative standards for regulating data protection in the network, par
ticularly in e-commerce and the digital transformation of public and private
services. Uncontrolled data leaks pose reputational risks for the state in terms
of its services and overall information security. This means that in order to
protect society from 21st-century threats, a comprehensive reform in this area
iS necessary.

Unaddressed commitments

In September 2017, the Association Agreement between Ukraine and the
EU came into effect, with the aim of opening up markets between Ukraine and
the European Union and establishing cooperation between them. Article 15 of
XLI %KVIIQIRX VIUYMVIW 90VEMRI XS LEVQSRM”I XL
[MXL J)YVSTIER ERH MRXIVREXMSREP WXERHEVHW (
ratify a number of international instruments (including the Council of Europe’s
'SRZIRXMSR ERH MQTPIQIRX VIGSQQIRHEXMSR
as of today, have not yet been addressed.

By signing the Association Agreement, Ukraine committed to adopting a
new law on personal data protection and creating a new independent institu
XMSR XS IRWYVI WXEXI GSRXVSP MR XLI %IPH SJ H
certain steps were taken, including the registration of two bills, No. 5628 and
2S [LMGL MRXVSHYGIH RI[ VIUYMVIQIRXW-JSV |
tablishment of a separate supervisory authority. These bills faced criticisnt®
JVSQ GMZMP WSGMIX] ERH VIUYMVIH JYVXLIV VI“4R
bill, No. 8153, was registered on October 25, 2022, which, at the time of writing
this material, was still under consideration in the Verkhovna Rada of Ukrairfé.
That is, it has been more than a year since these initiatives were introduced,
]JIX XLIVI LEZI FIITR RS WMKRMY“GERX GLERKIW MR Xl
despite nearly daily reports from Ukrainian law enforcement agencies about
mf the draft Law of Ukraine «On Personal Data Protection» No. 5628. Access modettps:/www.helsinki.org.
ua/articles/analiz-proiektu-zakonu-ukrainy-pro-zakhyst-personalnykh-danykh-5628/

66 Draft law «On Personal Data Protection.» Access modéittps:/itd.rada.gov.ua/billlnfo/Bills/Card/40707



massive data leaks, including from state databases. Adopting a new law on
personal data protection complying with international standards is a crucial
step toward protecting human rights and national interests in general, as well
as our country’s becoming a full member of the EU.

2. NATIONAL STRATEGY

Unlike many countries around the world, Ukraine has not adopted a national
strategy for the protection of personal data. This means that there is no an
WIIV EX XLI WXEXI PIZIP XS UYIWXMSRW WYGL EW |[LE
XEWOW SJ IRWYVMRK XLI TVSXIGXMSR SJ TIVWSREP H|
RS UYEPMXEXMZI ERH UYERXMXEXMZI HEXE SR XLI GY
overcome challenges, necessary resources, etc. We are not talking about a fer
QEP HSGYQIRX XLEX [MPP KEXLIV HYWX WSQI[LIVI FYX
a clear action plan for all database owners, including government authorities
and especially during martial law.

Such a document should, at the very least, include the following:

1. A qualitative analysis of the current situation

-X MW GLEPPIRKMRK XS QEOI MRJSVQIH HIGMWMSRW
TVSXIGXMSR [MXLSYX YRHIVWXERHMRK XLI WTIGM%G F
WSPIP] SR WYFNIGXMZI STMRMSRW MW MRWY3¥%GMIRX
how data processing occurs in each individual department or institution. An
effective methodology for analysis and an independent evaluation system are
VIUYMVIH 8LMW [MPP LIPT MHIRXMJ] O] MWWYIW HIZI
solving them, and create appropriate internal documentation such as privacy
policies, job instructions, rules, etc.

2. Strengthening the capacity of the state control system

'"YVVIRXP] XLI 3%GI SJ XLI 3QFYHWQER MW VIWTSRW
area according to the law. However, it is widely acknowledged that the Ukraini
an Parliament Commissioner for Human Rights lacks the institutional capacity
to effectively carry out this function. Ukraine needs to establish a separate
independent body responsible for implementing the state’s policies regarding
digital rights. Since it is unclear when these changes will take place, it is essen
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XMEP XS IRLERGI XLI EYXLSVMX] XLEX GYVVIRXP] |
portion of public awareness and educational activities among the population

GER FI YRHIVXEOIR F] GMZMP WSGMIX] HMKMXEP \
ERH WXYHIRX SVKERMA"EXMSRW -R WYGL E WGIREV
could facilitate cooperation, set priorities, and moderate this interaction.

3. Legal regulation of new technological solutions

3ZIV XLI TEWX ]JIEV 90VEMRI LEW XEOIR WMKRM ¥ (
JSVQEXMSR [MXL QER] KSZIVRQIRX WIVZMGIW- FIMR
““GMEPW MRXVSHYGI RI[] ETTPMGEXMSRW SV HMKM:
SIXIR UYIWXMSR LS[ XLI] EVI VIKYPEXIH ERH LS[ XL
of individuals will be protected in case of violations.

Any technological solution should be implemented with an accompanying
set of relevant legislation. Germany provides a good example of shaping its
legal system in the world of technology by employing regulatory sandboxes.
8LI] TVSKVIWWMZIP] EHHVIWW MWWYIW MR WTIGM¥C
cover everything at once. For instance, when they needed to regulate the use of
automated machines, including liability for causing damage, they introduced
EQIRHQIRXW XS XLI 6SEH 8VE¥%G %GX 8S YRHIVWX
in terms of legal regulation, it is necessary to conduct a thorough analysis of
technological progress and the associated risks that have arisen as a result.

4. Increasing public trust in state institutions

8LI TVSGIWW SJ HMKMXMA"EXMSR SJXIR JEGIW VI\
people do not understand how their personal data will be used. Therefore, in
addition to proper legal regulation, the right strategic communication should
FI IWXEFPMWLIH ,SRIWX] MW OI] RSX SRP] EFSYX
also the risks. Paossibilities for collaborative problem-solving in crisis situations
should be created. Overall, people are not opposed to disclosing information
about themselves but want to receive proper security guarantees. The re
sults of the massive CES 2020 survey in the United States, China, and France
showed that data protection is becoming a new criterion of trust, which will
GSRGIVR TISTPI EW QYGL EW XLI UYEPMX] SJ WIVZN

It is also essential not to forget that digital transformation is occurring not
only in the social sphere but also in law enforcement. Clearly, the war in Ukraine
has driven the development of new technological solutions for exerting control



over the population. In the future, urban surveillance systems, facial recogni

XMSR TVSKVEQW YWMRK EVXM¥“ZGMEP MRXIPPMKIRGI EF
other directions related to defense, public, and national security will further

develop. All these technologies operate based on data. If the right policies are

not formulated, protests may arise in the future. Technologies should continue

to evolve but within the framework of addressing all threats and ensuring legal

compliance.

5. Educational activities for the population and professional training

One of the most common reasons why the Law on Data Protection is not
being enforced is that it is challenging to understand. Ignorance does not ex
empt one from responsibility, but it must be acknowledged that legislation in
XLMW %IPH VIUYMVIW HIXEMPIH INTPEREXMSR -E[EVIRIV
XVMIW WMKRM%“GERX [JJSVXW EVI QEHI XS IRWYVI XL
agencies, municipalities, and businesses understand the legal norms regulat
ing data processing, cybersecurity, and electronic communication, know the
practical aspects of implementation, and are aware of the risks associated
with hon-compliance.

Professional training and responsibility, especially within the framework of
public administration, are of paramount importance. There is a misconception
that the vulnerable point is the technical protection of systems against cyber
attacks. However, as demonstrated by examples, including those mentioned
in this document, the problem lies not so much in the programs as in people.
Lack of control, inaction, and perhaps even indifference to some extent give
VMWI XS WSGMEP IRKMRIIVMRK 8LIVI MW RS TSMRX MR
on developing a virus program when those who have access to the data can
XLIQWIPZIW XVERWQMX WIPP SV HMWWIQMREXI XLI VI

Creating a culture of respect for private and family life in society should be
a strategic goal of state policy.

Strategy serves as a guide and ambitions for Ukraine on how to secure a
safe future. It is about showcasing the country’s values in the digital world and
MmMVIZIEPMRK XLI WMKRM¥%“ZGERGI SJ TIVWSREP HEXE MR
economy as a whole,» as well as building people’s trust in innovative initiatives.
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3. PERFORMANCE OF DUTIES BY THOSE RE
SPONSIBLE FOR DATA PROTECTION

Government authorities, private companies, and other entities independent
ly determine the procedures for processing personal data and security meas
YVIW 1SWX ZMSPEXMSRW SJ XLI PE[ MR XLMW %IPH
TVSGIWWIW EVI RSX SVKERM”AIH MR EGGSVHERGI [N
trols.

For example, they may collect an excessive amount of personal data, pro
cess them for purposes incompatible with those for which they were initially
collected, lack the necessary documents to regulate data processing proce
HYVIW SV JEMP XS ETTSMRX E VIWTSRWMFPI TIVWS
IRWYVI ER EHIUYEXI PIZIP SJ HEXE TVSXIGXMSR MX
measures that will initially lead to an improvement in the overall situation and,
in the long term, contribute to the development of a society where the right to
respect for private life is guaranteed.

%W QIRXMSRIH IEVPMIV XLIVI MW RS YRM%IH ETT
EKIQIRX FIGEYWI IEGL MRWXMXYXMSR SV SVKERM"]
XMIW ,S[lzlIV XLIVI EVI FEWMG VIUYMVIQIRXW ERH
and international standards that must be implemented to protect information.
%QSRK XLI Ol] SVKERMA"EXMSREP QIEWYVIW EVI

— carrying out a general analysis of activities (separately for each data
TVSGIWWSV GSRHYGXMRK ER EYHMX XS HIXIV
SVKERMA"EXMSR GSPPIGXW TVSGIWWIW ERH W
and weaknesses,;

— E[EVIRIWW SJ VIWTSRWMFMPMXMIW YRHIVWXEF
ing the principles of legality, fairness, and transparency in data collec
tion and processing;

— QMRMQMA"EXMSR SJ HEXE TVSGIWWMRK IRWYVN
IH SRP] XS XLI RIGIWWEV] MRJSVQEXMSR XS JY|

— developing internal documentation;

— SVKERM~AMRK TVSGIHYVIW JSV XLI XVERWJIV !
cross-border transfers;

— appointment and professional training of a responsible person;

67 Clarification on how to assess risks and what international standards exist. Access modehttps:/decentralization.gov.
ua/uploads/library/file/774/Posibnyk_ocinka-ryzykiv-ZPD.pdf



— establishing mechanisms to ensure the rights of data subjects, such as
access to data, correction of errors, data deletion, and data portability;

— implementing internal control rules for personal data processing, in
cluding monitoring and violation detection.

Every person should have a clear understanding of how their data is pro
GIWWIH ERH TVSXIGXIH MRGPYHMRK FIMRK GSRYHIRX

rity system.

4638)'8-32 3* 4)6732%0 (8%
DREN

International and national provisions establish children’s right to the inviola
bility of their personal life. According to the UN Convention on the Rights of the
'LMPH ERH SXLIV MQTSVXERX HSGYQIRXW RS SRI GER
violate these rights®. A child’s personal life encompasses their physical invie
PEFMPMX] TIVWSREP MHIRXMX] GSRY“HIRXMEPMX] SJ |
spatial privacy.

The concept of «self-determination» refers to an individual’s ability to decide
which aspects of their personal life to disclose and to what extent. «Autone
my» means the capacity for self-regulation in thoughts, feelings, and action®.
8LI 92 'SRZIRXMSR SR XLI 6MKLXW SJ XLI 'LMPH VIGSKEF
IRWYVI XLI VIEPMA"EXMSR SJ GLMPHVIR..W VMKLXW XE(¢
best interests™. Traditionally, it was believed that adults determined how chi
dren should manage their personal lives. However, children’s needs in personal
PMJI QE] HMJJIV JVSQ XLSWI SJ EHYPXWrihR&#cQE] GSRY¥
the practice of «sharenting» (parents sharing information about their child on
WSGMEP QIHME QE] GSRXVEHMGX E GLMPH..W VMKLX
XS NTVIWW STMRMSRW GSR%2MGXW [MXL XLMW VMKLX
needs in personal life can limit their autonomy and independence, as well as
reduce the inviolability of their private life. At the same time, children are in
creasingly becoming subjects of technological surveillance by various entities,

68 'SQQMXXIlI SR XLI 6MKLXW SJ XLI 'LMPH +IRIVEP 'SQQIRX 2S T
69 Abstract of the German Federal Constitutional Court's judgment of 15 December 1983, 1 BvR 209.
70 Tobin and Field, «Article 16».

71 Submissions from Parental Rights Foundation; Action Canada for Sexual Health and Rights, p. 4; Commission
2EXMSREPI HI P...-RIJSVQEXMUYI IX HIW OMFIVXEW '2-0 T
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such as governments, private companies, and peer&.

Research has shown that, on one hand, parents are concerned about the
privacy and safety of their children in the digital space. On the other hand,
many do not control their children’s electronic devices or allow them to use dig
ital services without restrictions”. Growing up, children demand more respect
for their personal lives from parents, schools, and other entities. They view
personal space as important for creative self-expression and the development
of independent thought. It is important for parental control to be balanced and
take into account the child’s needs and opinions, including their capacity for
independent development.

8LI GYVVIRX KIRIVEXMSR SJ GLMPHVIR MW XLI YV
technologies. Even before birth, a child’s identity begins to form through imag
es that parents share online. These images often contain personal information.
'"YVVIRXP] EFSYX S GLMPHVIR MR HIZIPSTIH ;IW.
footprint before the age of two™ A1SHIVR GLMPHVIR EVI MRGVIE
in online activities at an early age compared to the past. With each passing
year, the number of children communicating online increases. Many children
YRHIV XLI EKI SJ LEZI TVSY%PIW SR WSGMEP QIHME
EGGSVHMRK XS )YVSTIER WXYHMIW ERH QSW.X SJ
%AOIAGT AAECAEOABICEEOAT E6ECAEEd '3:-( 0/EEDO

Much more often, self-assessment and self-esteem, important for the for
QEXMSR SJ TIVWSREPMX] ERH MHIRXMX] HIZIRST M
ence of values and trends dictated there. Children use the internet to contin
uously document their lives. When a child can turn on a smartphone before
learning the alphabet, protecting their personal data becomes a critical issue
because, due to their age, they may not yet be able to assess potential risks.
Often, children share their personal data on social media, gaming chats, fo
rums, etc.

In the virtual world, personal data has transformed into a digital commodity
that can be used in various ways:

72 Jane Bailey and Valerie Steeves, Defamation Law in the Age of the Internet: young people’s perspectives (Law
'SQQMWWMSR SJ 3RXEVMS 'EREHE WYFQMWWMSR JVSQ %VMIP *SYRHEXN

73 Monica Anderson «A majority of teens have experienced some form of cyberbullying», Pew Research Center, 27
September 2018.

74 Submission from Hungarian National Authority for Data Protection and Freedom of Information, p. 42.

75 Submission from Information and Data Protection Commissioner, Albania, p. 14.



— for marketing purposes, to create advertisements and sell products or
services;

— for spam, password cracking, account hacking, and similar activities;

— for fraudulent schemes or blackmail, where a child’s data is used to
SFXEMR XLIMV TEVIRXW... WRERGMEP MRJSVQEXMS

— for tracking, as knowing a child’s usual whereabouts can enable crimi
nals to kidnap or harm them;

— JSV TW]GLSPSKMGEP MR%YIRGI WYGL EW LEVEWW
manipulate a child into certain actions;

— JSV TW]GLSPSKMGEP MR¥“YIRG Itowkhsrpulate W G]FIVF)
child into certain actions;

— JSV VIGVYMXMRK MRXS ZEVMSYW SVKERMMAEXMSRV
child’s life and well-being, including death groups, streamers, etc.

-R XLI GSRHMXMSRW SJ [EV XLI RYQFIV SJ XLVIEXW
MRGVIEWIH 'LMPHVIR GER FI TEVXMGYPEVP] ZYPRIVEF
can use their data for spreading propaganda, recruitment, kidnapping, political
manipulation, and even altering their national identity. Most violations indicate
that problems occurred for several reasons:

— owners of personal information databases failed to ensure all neces
sary procedures for data protection in accordance with national legisla
tion and international standards;

— there is a weak system of digital literacy among the population in place.

Ukraine needs a comprehensive approach to the protetion of children’s
personal data at both the state and local levels. Tis process should start
[MXL E UYEPMX] VMWO EWWIWWQIRX -R SXLIV [SVHW
the entire range of potential threats to a child dwe to the unlawful use of
their personal data by government authorities, bushesses, private individ
uals, and even parents. Were the activities of althildren’s data processing
IRXMXMIW WIWXIQEXMGEPP] EREP]A"IH XSHE] [I [SYPH
such as: How did the head of one of the communitiesin the Kharkiv region

76 Cyberbullying involves threats, insults, and other forms of aggression online. It often includes the posting of intimate
photos or personal details on the internet. As a result, a child may experience deep depression, which can lead to
MVVIZIVWMFPI GSRWIUYIRGIW
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XVERWJIV EPP XLI HEXE SJ 90VEMRMER WGLSSPGL
XLI HEXEFEWI TVSXIGXMSR WIJWXIQ ERH GSRXVSP

In addition to government agencies, local self-govenment bodies, educa
tional institutions, etc., businesses also processlarge amounts of personal
data. In some cases, this is done covertly, and theobtained data is used, for
example, for marketing purposes, while in others, ltey collect data directly to
provide services to children. Among the common senices that children may
use are:

— IHYGEXMSREP WIVZMGIW GSYVWIW GVIEXMZI [

— sports services (including the processing of personal data for issuing
QIQFIVWLMTW ERH ZMHIS WYVZIMPPERGI MR JE

— social networks;
— online stores, postal services;

— online games, clubs, and interest-based associations, entertainment
platforms;

— healthcare or social support services, etc.

Therefore, these are large volumes of data that need to be controlled. If we
PSSO EX MRXIVREXMSREP TVEGXMGI UYMXI|I WXVM
dren’s data are established in EU countries, where the General Data Protection
6IKYPEXMSR +(467 MBLMMR HBIGERIRX HIYRIW XLEX |
special protection regarding their personal data, especially when it is used for
QEVOIXMRK TYVTSWIW SV GVIEXMRK E TIVWSREP T
XIIW JSV GLMPHVIR..W WEJIX] SRPMRI ERH VIUYMVI
provided with an online service. Therefore, anyone processing a child’'s data
JVSQ XLI )9 SRPMRI LEW XS “%KYVI SYX LS[ XS SFXE
3XLIV[MWI XLIVI EVI WERGXMSRW ¥%RIW SJ YT XS
XS QMPPMSR IYVSW

*SV MRWXERGI XLI -VMWL VIKYPEXSV] EYXLSVMX]
titled «Children Front and Centre: Fundamentals for a Child-Oriented Approach
to Data Processing»®. This is the result of over three years of work, during
[LMGL XLI WMXYEXMSR MR XLMW %IPH ERH XLk STMI

77 This European Union regulation contains provisions for the protection of personal data, including that of children.
- X IWXEFPMWLIW VIUYMVIQIRXW JSV XLI GSPPIGXMSR TVSGIWWMRK ERH WXS
VIUYMVIQIRX XS SFXEMR GSRWIRX JVSQ XLI GLMPH..W TEVIRXW SV KYEVHMER

78 'LMPHVIR *VSRX ERH '"IRXVI *YRHEQIRXEPW JSV E 'LMPH 3VMIRXIH %TTVSEGL
https:/lwww.dataprotection.ie/sites/default/files/uploads/2021-12/Fundamentals%20for%20a%20Child-Oriented%20
Approach%20t0%20Data%20Processing_FINAL_EN.pdf



MRK GLMPHVIR XLIQWIPZIW [IVI EREP]*"IH 8LMW HSGY (
privacy protection and ways to implement them.

In the United States, there is the federal law «Children’s Online Privacy Pro
XIGXMSR %GX| '344% [LMGL VIUYMVIW XLI IWXEFPMW.L
children under the age of 13 online. Any information about a child can only be
processed with the consent of their legal representatives. Several states also
have local laws that establish liability for cyberbullying and harassment on se
cial media.

8LI *VIRGL KSZIVRQIRX TPERW XS VIUYMVI WSGMEP

the age of users and obtain parental consent for those under the age of 15. If

the European Commission approves this document, companies will have two

JIEVW XS MQTPIQIRX YWIV ZIVMY“ZGEXMSR TVSGIHYVIW
[IF VIWSYVGIW 8LI PE[ [MPP EPPS[ TEVIRXW XS VIUYIV
children’s accounts under the age of 15, as well as demand tools from web

WMXIW XS PMQMX XLI XMQI WTIRX SR E TEVXMGYPEV T
es that these legislative efforts are only part of a series of other government

measures aimed at protecting children from cyberbullying and other crimes®.

This means that measures for the safety and protection of children’s per
sonal data cannot be limited to just one general law. This issue needs separate
EXXIRXMSR MRGPYHMRK EX XLI PIKMWPEXMZI-PIZIP *
cant role in children’s everyday experience in terms of the privacy of their per
sonal lives. The COVID-19 pandemic, followed by the full-scale war in Ukraine,
forced some schools to close and switch to online mode. The transition to
online education has exacerbated the existing power imbalance between com
panies providing access to online services and children, as well as between
governments and children and parents, with several governments deviating
from current data privacy laws for children. This means that private entities
VIKYPEVP] QSRMXSV GLMPHVIR..W HMKMXEP VIGSVHW
children’s education encompasses characteristics of thinking, learning trajee
tories, engagement levels, reaction speed, pages read, and videos watched.
Most children and parents do not have the ability to challenge the privacy rules
of educational technology companies or opt out of providing data, as educa
tion is mandatory. When schools choose educational apps and web tools, the
QEMR JSGYW MW SR XLI GYVVMGYPYQ ERH GSWX RSX

79 *VERGI ETTVSZIW PE[ VIUYMVMRK TEVIRXEP GSRWIRX J8tpsQWR.SaMW26 R WSGMEP QIH
com/en/france/20230629-france-approves-law-requiring-parental-consent-for-minors-on-social-media
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2020, an analysis of 496 educational technology apps in 22 countries found
XLEX QER] SJ XLIQ GSPPIGX HIZMGI MHIRXMYIVW
data and share user data with third parties. Data security is a concern. For
example, Microsoft reported 5.7 million malware incidents affecting its users

from August 24 to September 24, 2020°. Schools themselves store a signif

icant amount of information about children and are increasingly monitoring

them by observing students’ online activities and using surveillance cameras.

8LI YWI SJ EPP XIGLRSPSKMIW VIUYMVIW EGGSYRXE
PMQMXEXMSR HEXE QMRMQMA"EXMSR XVERWTEVIR
tional processes should not undermine the exercise of the right to privacy and

other rights, regardless of where and how education takes place, and should

RSX INEGIVFEXI I\MWXMRR.HMKMXEP MRIUYEPMXMIW

Educating the population is also of great importance. Often, risks related to
children’s information can arise due to a lack of knowledge about the law, insuf
“GMIRX E[EVIRIWW SJ TSXIRXMEP MWWYIW ERH EG
GSRWIUYIRGIW -J EHYPXW EVI [IPP MRJSVQIH EFS?
and potential threats, it will be a guarantee that digital literacy becomes a part
of a child’s upbringing. This can help prevent problems related to digital addie
tion, psychological disorders due to online bullying, or cybercrimes.

4EVIRXW WLSYPH JEQMPMEVMA2I XLIQWIPZIW [MXL
together with their children, discuss their advantages and risks. They should
monitor the content to stay informed about their children’s interests and «be
come friends» on social media to understand the primary audience and how
relationships are formed with it (e.g., whether there are negative comments,
TVIHSQMRERX VIEGXMSRW WYFWGVMTXMSRW IXG
other published content remain on the internet forever. What may seem very
fun to publish today may not look the same, say, in ten years. It is necessary to
explain that exchanging personal or parental data for gifts is unacceptable, as
some Russians did in the Kherson and other regions. It is extremely important
XS NSMRXP] HI¥RI XLI FSYRHEVMIW SJ TIVWSREP 1
TYFPMGEXMSR GER LEZI GSRWIUYIRGIW RSX SRP]
family.

80 Submission from Human Rights Watch, para. 49.
81 ¢ATED ol ABACAOpOAT TEAGEOAT 7YFQMWWMSRW JVSQ ¢
Autonomous City of Buenos Aires; ECLAC; Council of Europe.
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The essence of digital rights is that a person should perceive personal data
EW XLIMV TVSTIVX] ERH RSX FI EJVEMH XS UYIWXMSR X
collecting them and what will happen with them next. This should already be
taught from a young age. For example, when parents see that someone is tak
ing photos or publishing information about their child without permission, they
have the right to object to this. If such situations arise at school or in daycare,
it is worth informing educators and teachers about your position in advance. It
is also possible to propose that the institution’s management develop internal
VYPIW JSV LERHPMRK GLMPHVIR..W HEXE ERH XLIR JE

If a child is already capable of independently sharing information about
themselves, it is important to caution them against disclosing personal data
to third parties or leaving personal information (such as passwords, residence
EHHVIWWIW FEROMRK HIXEMPW 1XG SR ZEVMSYW [l
P]"IH ERH GER TSXIRXMEPP] FI YWIH MRGPYHMRK JSV
people take a categorical stance against any violations of privacy, regardless
of whether they are committed by government authorities, businesses, or indi
viduals, the greater the chance that the overall landscape will change.

Respecting the privacy of children is the most crucial means of safeguarding
XLIMV MRXIVIWXW %R ETTVSEGL JSGYWIH SR TVSXIGXI
adults to actively seek the opinions of children and take them seriously. All par
ties - government, companies, communities, individuals, and parents - must
VIGSKRM”AlI GLMPHVIR EW FIEVIVW SJ XLIMV VMKLXW ¢
not enough without decisive and consistent actions by the government to en
sure the protection of children’s privacy, data security, and child safety.
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